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Vazeni ctenari Dear Readers

Jaky bude rok 2005 pro ceské komunika-
ce? Pfelomovy? Po nékolika letech pfiprav se
naSe ICT dockd nového zékona o elektronic-
kych komunikacich. CR se timto aktem
posune ddle po trnité cesté za spravedlivou
regulaci telekomunikacf. A Taxis@v pfikop
v podobé analyz relevantnich trhd se bliZi...

Jaky bude rok 2005 pro ceské komunika-
ce? Prelomovy! Privatizace Ceského Teleco-
mu bude jednou z nejvétSich dosavadnich
ceskych obchodnich transakci. Privatizace spole¢né s ocekdvanym
outsourcingem Udrzby pevné sité ukonc{ existenci incumbenta v té
podobé, v jaké jsme ho vSichni poslednich deset let vnimali. Defini-
tivné tak bude pohfben rozporuplny vztah: stét — vlastnik versus stat
— garant férové soutéZe na trhu.

Jaky bude rok 2005 pro ¢eské komunikace? Pfelomovy! Tak, jak je
u nds obvyklé, tedy ,pozdé, ale prece“, bude Cesko vybirat fesent
»billingu” pro silni¢n{ komunikace — systém elektronického mytného.
Silni¢nf komunikace konec¢né srovnaji krok s telekomunikacemi, kde
se za pfenos ,,odjakziva“ plati, coz pfedstavuje zékladni kdmen funk-
cionality sitf.

Doprava a telekomunikace majf jeSté jedno spole¢né: bezpecnost.
Ta je Casto lehkovdzné, zejména ze strany uZivateld, podcefiovdna.
A pfitom bezpecnost pfepravy nebo dat je vedle zdkladnich paramet-
1 sitf, km/hod a Mb/s, zékladni veli¢inou, na které zévisi na$ busi-
ness, majetek, Zivot a spokojenost. Proto zkusme letos udélat vse
pro to, aby se bezpecnost stala nasim skutecnym cilem a ne
druhotfadym problémem nebo lacinou proklamaci!

|

So what will 2005 be like for Czech communications? A revolu-
tionary year? After several years in the making, Czech ICT is to bene-
fit from a new Electronic Communications Act. This piece of legisla-
tion will push the Czech Republic further along the thorny path that
leads to the fair regulation of telecommunications. Now the drop fen-
ces in the form of analyses of the relevant markets are approaching. ..

So what will 2005 be like for Czech communications? A revolu-
tionary year! The privatization of Czech Telecom will be one of the
largest Czech business transactions ever. This privatization, combined
with the expected outsourcing of fixed network maintenance, will
mean the end of the incumbent as we have known it for the past ten
years. Now, for once and all, we can put the final nail in that incom-
patible relationship: the State — owner versus the State — guarantor of
fair market competition.

So what will 2005 be like for Czech communications? A revolu-
tionary year! As is usual in this country (i.e. better late than never)
the Czech Republic will select a billing solution for its roads — an
electronic toll system. At last roads will catch up with telecommu-
nications, where we have always paid for transmission and transfer,
the cornerstone of network operability.

Transport and telecommunications also have another thing in com-
mon: security. This aspect is often carelessly underrated, especially by
users. Yet the security of transportation or data stands alongside other
baseline parameters of networks (km/h, Mb/s) as a basic indicator
on which our business, assets, lives, and satisfaction depend. So let’s
do all we can to ensure that safety and security become
our true objective rather than a secondary problem or empty
declaration!

B Roman Srp

Ochrana sité ktera resi
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Rozvoj dopravni infrastruktury

Silnicni sit

B Dlouhodobé se hovofi o nedostat-
cich Ceské dalni¢ni sité, zejména
pokud jde o cesty k hrani¢nim
pfechodim. Jak hodnotite ¢eskou
silni¢ni infrastrukturu obecné?

Hlavnim nedostatkem ceské silni¢ni
infrastruktury je skute¢nost, Ze nemdme
dobudovanou sit ddlnic a rychlostnich
komunikaci. Ta je v soucasnosti vybudo-
vand jen z poloviny a na fadé mist uz
nespliiuje potfebné kapacitni parametry.
Neékteré tseky délnic, napfiklad na DI,
byly v minulosti konstruovdny pro maxi-
méln{ rychlost 120 km/h a nepocitaly
s moznosti rozsifeni o daldi jizdn{ pruhy.
Tento fakt se pak pfirozené promitd i do
bezpeclnosti a plynulosti silni¢niho provo-
zu. V disledku toho, Ze néd$ hlavni délnic-
n{ tah sméfuje pouze ve sméru vychod
— zdpad, vyuzivd tranzitni doprava jedou-
cf v jinych smérech silnice I. a niz8ich ti{d,
¢imz pfispivéd k jejich daldf devastaci. Na
druhou stranu je tfeba fict, Ze se ndm
v poslednich letech podafilo zrychlit
vystavbu chybéjici infrastruktury. V dnes-
n{ dobé mdme rozestavéno okolo 160
kilometrd délnic a rychlostnich komunika-
ci, jejichz rychlé dokoncenf situaci na ces-
kych silnicich nepochybné zlepsi.

B A jak se bude v nejblizZ§i budouc-
nosti rozvijet?

Rozvoj dopravni infrastruktury je limito-
van objemem financi, ktery na néj mdme
k dispozici. Ndroky na rozvoj ¢eské silnic-
ni sité se pfitom odhaduji na Sest set mili-
ard korun. Kazdy rok pfitom mdme k dis-
pozici pouze okolo padesdti aZ Sedesdti
miliard korun. I pfesto, Ze se ndm daff
i prostfednictvim prostfedkl Evropské
unie tuto C¢dstku kaZzdoro¢né navySovat,
je ztejmé, Ze dosaZeni kyZeného stavu je
béhem na dlouhou vzddlenost. V krétko-
dobém i stfednédobém horizontu se tak
budeme zaméfovat pfedev$im na ty pro-
jekty, jejichZ realizace umozni kvalitn{
napojeni na${ silni¢n{ sité na sousedn{
zemé. Hlavnim cilem tedy je dobudovéni{
sité ddlnic a rychlostnich komunikac{
a pfesun tranzitni dopravy na tuto sit.
Teprve poté je Ucelné se systematicky
zaméfovat na rekonstrukci stdvajici sil-
ni¢nf sité.

B Hlavnim tématem v souvislosti
s budovénim silnic a délnic je
jejich financovani. Jaké modely
financovéani povaZujete za perspek-
tivni?

Z vySe zminéného je zfejmé, Ze vefejné
zdroje financi, reprezentované pfedevsim

Rozhovor s

Stétnim fondem dopravni infrastruktury,
nemohou podobné jako v jinym zemich
na budovdn{ dopravni infrastruktury sta-
¢it. Ceskd republika proto dopliiuje tyto
prostiedky z fond Evropské unie ¢i si po
ekonomickém zhodnocen{ bere uvéry
u EIB. V nejbliz${ dobé pocitdme také se
zapojenim soukromého sektoru v rdmci
projektd PPP. V oblasti silni¢n{ infrastruk-
tury byly vybrdny jako pilotn{ projekty dal-
nice D3 v tseku v dseku Tédbor — Sobéslav
— Bosilec a velky méstsky okruh v Brné.
Spustén{ projektd vsak zdvisi na rychlosti
schvélenf{ nového koncesniho zdkona,
ktery pfipravuje ministerstvo pro mistn{
rozvoj.

B Nejcastéji zmifiovanou kauzou je
rozvoj dalnice D 47 v ¢&ésti Lipnik

ministrem dopravy CR

nad Becvou - Bélotin. Za tento pro-
jekt byl i vdmi kritizovén pfedchozi
ministr dopravy a spoji Jaromir
Schling. Nyni se ale zd4d, Ze vystav-
ba ddlnice zdaleka neni tak jed-
noduchda a podminky, nabizené
spole¢nosti Skanska CZ, se zdaji
i horsi, neZ byly ze strany konsor-
cia H&C. Jaky je tedy jeji stav?
(Bude dodrzen termin dokonceni
v roce 2008? Jaké jsou ocekavané
investice a z jakych zdrojd pdjdou?)
V prvé tadé je tfeba fict, Ze smlouva
s konsorciem H&C byla pro stét opravdu
nevyhodnd, coZ doklddd i skutecnost, Ze
celkové ndklady na vystavbu ddlnice D 47
budou témét polovi¢ni oproti této smlou-
vé, a to i vCetné dopadl zvySeni dané

Cs 5




z pfidané hodnoty. Prostfedky urcené na
vystavbu této délnice jsou alokovdny
pfimo v kapitole ministerstva a pro leto$n{
rok byly rozpoctovany ve vysi 9,5 miliardy
korun. PrestoZe aktivity ekologickych
sdruzeni piipravu komplikuji, stavebn{
prace pokracuji dle harmonogramu a bude
dodrZen termin zprovoznéni v roce 2008.

B Piinesl vim osobné tento projekt
néjaké nové zkuSenosti, pokud jde
o uplatnéni modelu Public-Private
Partnership?

V prvé fadé je zapottebi fict, Ze hlavni
problém smlouvy mezi stdtem a konsorci-
em H&C spocival v neexistenci pfedchozi-
ho vybérového f{zeni na dodavatele. Uci-
nili jsme proto vSechna nezbytnd opatfent,
aby se veSkeré zakdzky v oblasti dopravni
infrastruktury ¢inily vyhradné na zdkladé
Ffddné vyhldSeného vybérového fizeni,
které umozni vybrat tu nejlevnéj$i a neje-
fektivnéjs{ nabidku. TentyZ princip bude
uplatnén také u projektd PPP.

Elektronické mytné

B V jakém stddiu je projekt vybéru
dodavatele systému pro elektronic-
ké mytné?

Vldda na svém jedndn{ 12. ledna letos-
nftho roku podpofila ndvrh ministerstva
dopravy na zaveden{ vykonového zpoplat-
nénf vybrané silni¢ni sité. Na rozdil od
pvodnfho ndvrhu se vSak ministfi dohod-
li na tom, Ze se vybérové fizenf na gene-
rdlnfho dodavatele systému bude moci
vyhlésit teprve po ukonceni vybérového
fizenf na projektového manaZera, ktery se
tak bude podilet uZ na vypracovdvén{
zaddvacich podminek pro hlavnif vybérové
fizeni. Zatimco termin vyhldSeni vybéro-
vého f{zen{ na projektového manaZera je
limitovdn 15. tGnorem, je tedy vyhldSen{
vybérového fizeni na dodavatele zdvislé
na pribéhu prvniho tendru. Nicméné
vldda ve svém usnesen{ stanovila, Ze
bychom méli toto vybérové fizen{ vyhldsit
nejpozdéji do poloviny roku. V soucasnos-
ti uz zndme slozenf fidictho vyboru, ktery
vypracovdvd zaddvaci podminky vefejné
soutéze.

B Jak hodnotite systémy, které jsou
ve hie? (vyhody a nevyhody)
PfestoZe se v soucasnosti nabizeji pouze

dvé hlavn{ technologické varianty

— systém mikrovinny a satelitni, existuje

celd fada technologickych subvariant

téchto systémd. Nejednd se tedy jen

o0 systémy zavedené v Rakousku a Némec-

ku. Kromé toho, vzhledem k neustdlému

technologickému pokroku, jsou uZ oba
instalované systémy naSich sousedd zasta-
ralé. Smyslem vefejné zakdzky je tedy
najit co nejmodernéjsi a nejvhodnéjsi fese-
ni pro podminky Ceské republiky. Z toho
vyplyvé, Ze vyhercem této zakdzky muze

byt kterdkoliv svétovd firma. Zdjem proje-
vujf firmy ze Spanélska, Portugalska, Italie
¢i dokonce z Austrédlie. DokdZi si v naSich
podminkdch pfedstavit jak mikrovinny,
tak satelitn{ systém, popfipadé kombinaci
obou tak, jak to majf ve Svycarsku.

B PovaZujete za spravné pfedem
vyradit z vybéru nékterou techno-
logii, jak se o tom nékdy hovofi?
Jak uZ vyplyvéd z vySe fecCeného, nevy-

loudili jsme pfedem zddnou technologii.

Naopak jsme se snazili oteviit prostor

i pro jiné firmy zabyvajic{ se telekomuni-

ka¢nimi systémy vedle téch, které plisobi

v Némecku a Rakousku. Kromé toho

nejsou zatim stanovené zaddvaci podmin-

ky f{zeni, a ani u téch se nepfedpoklddd
7adnd technologickd vyhranénost. Musi-
me si ale uvédomit jednu skutecnost.

Vybérové f{zen{ se nevyhlasuje dle kritérif

uchazecl o zakdzku, ale toho, kdo f{zeni

vyhlaSuje. V tomto pf{padé je to stdt. A my
chceme, aby ten systém co nejlépe vyho-
voval ¢eskym podminkdm, byl co nejméné
ndkladny a pfinesl poZadovany efekt,
ktery si od néj slibujeme. Hlavnim cilem je
sniZit ekonomickou atraktivnost préjezdu
silni¢ni nékladn{ dopravy pfes naSe Gzem{

a tim sniZit zatiZenf na ddlnici D1, kterou

musime nejméné deset let za provozu

opravovat.

B Na potfebu feSit rostouci provoz
nakladni silni¢ni dopravy reagoval
véa§ vlddni kolega Jaroslav Bure$
névrhem zavést vykonové zndmky
pro vozidla nad 7,5 t, ktery jste
kritizoval. Mate néjakou koncepci
feSeni rostouci ndkladni dopravy
pied a po zavedeni mytného?
Névrh ministra Jaroslava BureSe na

zaveden{ vykonové zndmky povazuji za
nesystémovy a téZko kontrolovatelny.
Navrhl jsem vlddé jiné pfechodné opatte-
ni, které spocivd bud ve zpoplatnéni
nékterych mostl a tuneld, nebo ve zpo-
platnéni pfihrani¢nich dsekd silnic pro
kamiony, které vifzdi a vyjizdi z Ceské
republiky. Vedle téchto regulac¢nich opat-
fenf se snazim programové podpofit Zelez-
ni¢ni kontejnerovou dopravu sniZenim
ceny za uZziti Zelezni¢n{ dopravni cesty.

Evropska spoluprace

B S mytnym i dopravou tzce souvisi
rozvoj projektu satelitniho systé-
mu Galileo. V jakém je stavu a jak
ho vniméte vy?

V soucasnosti probihd instalace sateliti
na orbitu, jejiz dokoncenf{ se pfedpokldda
v roce 2008. Kazdopddné nejde o datum,
odkdy se ptfedpoklddd, Ze nové systémy
zpoplatnén{ budou jednotné vyuzivat navi-
gacni systém Galileo. V naSich materidlech
proto poZadujeme, aby podminky vybé-
rového fizen{ preferovaly moduldrnost

systému, aby v budoucnu byl moZny bez-
problémovy pfechod na potenciondln{
budouc{ evropsky systém.

B Jak se na rozvoji ,Galilea“ podili

Ceska republika?

Ceskd republika se jako jiné ¢lenské
zemé aktivné zapojila do projektu Galileo.
Déje se tak pfedevsim prostfednictvim
pracovnich skupin — ESA (European Space
Agency — Evropskd kosmickd agentura)
nebo GJU (Galileo Joint Undertaking
— Spole¢ny podnik Galileo). V uplynulém
obdobi jsme se vyjadfovali pfedevsim
k problematice plateb za sluzby PRS
— jednd se o sluzby satelitni navigace,
které by mély byt vyuZivdny pfedevs$im
ozbrojenymi slozkami. Na zdkladé naSeho
ndvrhu pak byl pfijat kompromis, podle
kterého budou budouci uZivatelé hradit
nédklady na provoz sluzby PRS, kterd zdro-
ven bude provozovdna na nekomerénim
zékladé. Ministerstvo dopravy iniciovalo
také dialog na toto téma s dal$imi resorty,
které jsou potenciondlnimi uZivateli této
sluzby.

B Kdy, podle vis, mohou pocitit
vyhody tohoto evropského systé-
mu ceSti obcané a firmy? (MdZete
byt konkrétni, v ¢em by mély tyto
vyhody spocivat?)

Z&kladnim argumentem pro vytvoren{
vlastntho evropského navigacniho systé-
mu byly otdzky spojené se strategickymi
a bezpecnostnimi cili Evropy. Hlavni pfi-
nos tak mohou ob¢ané oc¢ekdvat u sluzeb,
které zlepSujf jejich bezpecnost. Patff sem
napifklad zlepSeni stdvajicich zdchran-
nych sluzeb, zabezpeleni jizdy vlaku ¢i
navigace letadel pfi pfistdni. V oblasti
dopravy je to vedle vykonového zpoplat-
nén{ moznost identifikace mista dopravn{
nehody ¢i moznost patrdn{ po odcizenych
vozidel apod. Téméf nekonecné je vyuZiti
v komer¢nim sektoru, pfedevsim v teleko-
munikacénich a telematickych sluzbédch ¢i
pfi préci s digitdlnfmi mapami. V nepo-
sledni fadé projekt Galileo vytvoif 140
tisic novych pracovnich pfileZitosti v celé
Evropé i pfimo v Ceské republice.

B Jak hodnotite spolupraci CR
s Evropskou unii po na§em kvétno-
vém zaclenéni z hlediska podpory
rozvoje dopravni infrastruktury?

Finan¢ni podporu z Evropské unie jsme
uz Cerpali pfed nas$im vstupem do EU. Od
roku 1999 se tak z projekt Phare a ISPA
alokovalo pro Ceskou republiku téméf
400 miliont EUR. Po vstupu do EU se st
nevyCerpanych projektd ISPA pfesunula
do Fondu soudrZnosti. K tomu nédm piiby-
la mozZnost Cerpat také prostfedky ze
Strukturdlnich fond@. Celkovy objem pro-
stftedkl z rozpoctu EU vyclenénych pro
sektor dopravy na obdobi 2004 — 2006



tak cinf 743,5 mil. EUR. Evropskd unie
ndm pfitom uZ schvdlila Ctyfi projekty
v rémci Fondu soudrznosti v souhrnné
vy$i 280 mil. EUR. Projekty pfipravené
ministerstvem dopravy v koheznim
i strukturdlnim fondu Evropské unie jsou
jiz Evropskou komisi schvélené a vycerpa-
li jsme plné financ¢ni prostfedky ve vysi
10,5 mld. K¢ do roku 2006.

B Maji ¢eské firmy nebo CR pfistup
k evropskym fonddm, urenym
pro rozvoj dopravni sité a dopravy
obecné?

Strukturdlni fondy jsou pifleZitosti pfe-
dev3im pro jednotlivé obce a kraje, které
chtéji vylepsit svou dopravni infrastruk-
turu. Je tfeba ale upozornit, Ze Zadatel
musi mit k dispozici vlastn{ prostfedky
pro rozjezd projektu. Néklady jsou mu
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propldceny zpétné aZ po pfedloZeni faktur
a to ve vysi 75 % u vefejnych prévnickych
osob. Soukromé podnikajici osoby mohou
pocitat s maximdlni podporou 35 %
z uznané Céstky. Pfes tuto limitujici pod-
minku uZ ministerstvo eviduje desitky
takovych Zédosti.

B Jakou roli v tomto vztahu (firmy
- evropské fondy) hraje vase mi-
nisterstvo?

U obou projektd hraje ministerstvo
dopravy roli zprostfedkovatele, u kterého
mohou Zadatelé poddvat Zddosti o pfispé-
vek. Operacni program infrastruktura
(jakoZto program Strukturdlnich fondd)
totiz f{df ministerstvo Zivotniho prostiedi,
v ptipadé Fondu soudrZnosti je pak tstfed-
nim orgdnem ministerstvo pro mistn{ roz-
voj. Ministerstvo dopravy se pak podili na
pi{pravé jednotlivych projektd v oblasti,
poskytuje metodické a jiné rady a poméhd
pfi hleddni potfebnych financi pro koofi-
nancovdani{ téchto programa.

B Co povaZujete za sviij hlavni tikol
do voleb do PSP a jaké tkoly,
podle vas, leZi pfed ministerstvem
v nésledujicim volebnim obdobi?

Do konce volebntho obdob{ bych chtél
pfedev$im dosdhnout toho, aby byla
schvdlena novela zdkona o provozu na
pozemnich komunikacich a zacal se zavé-
dét vykonovy systém zpoplatnéni. Obé
dvé véci jsou klicové pro zlepSen{ stévajici
situace na ceskych silnicich. Z dlouhodo-
bych tkolt cekd ministerstvo dostavba
sité ddlnic a rychlostnich komunikaci,
dokonceni rekonstrukce Zelezni¢nich
koridor a harmonizace zpoplatnéni na
trhu pfepravy tak, aby Zelezni¢ni doprava
byla ekonomicky vyhodna.

|
T&P

GARANTUJEME
100% KVALITU

A JEDINECNY
POPRODEJNI SERVIS

Frals I cpmviy Skohgeshd 154, 100 00 P
AP0 T 3, ] el 1y

Foboka Frake: 1, Db i, |20 04 Praba T
b A N el

Fobeofin e gl 7, 03 )
ol 0 05 TTT 02, ek 1

Pelah Dermer, Pt 7, /08 I (i - Mowskh Hory
e 4 184 38 T, cxrmnldnkn 11




Development

of the transport infrastructure

Interview with

Road network

B The deficiencies of the Czech
motorway network — especially the
routes to border crossings — have
long been a subject of discussion.
How do you rate the Czech road
infrastructure in general?

The main drawback of the Czech road
infrastructure is the fact that we do not
have a complete network of motorways
and expressways. So far, only half of this
network has been built, and in some pla-
ces it can no longer cope with capacity.
Some sections of road, such as on the D1
motorway, were designed in the past for
a maximum speed of 120 km/h, and did
not take into consideration the possibility
of expanding the road surface to incor-
porate extra lanes. Naturally, this fact is

, Minister of Transport of the Czech Republic

reflected in the safety and smooth flow of
traffic. Because our main motorway only
runs from east to west, transit traffic in
other directions has to use Class I or lower
categories of roads, which speeds up the
process of their devastation. On the other
hand, it should be mentioned that we
have managed to accelerate the construc-
tion of missing infrastructure in the past
few years. Today about 160 kilometres of
motorway and expressway are under con-
struction, and their speedy completion
will definitely improve the situation on
Czech roads.

B And what development plans are
there for the immediate future?

The development of the transport
infrastructure is limited by the amount

of funding at our disposal. It is estimated
that six billion crowns will be needed to
cover the development of the Czech road
network. Yet every year only fifty to sixty
billion crowns is made available to us.
Although we have had some success in
nudging this amount up every year by dra-
wing on European Union funding, it will
evidently take a long time before we reach
an ideal situation. In the short to medium
term, we will also focus on those projects
that, if implemented, can improve the
quality of connection of our road network
to neighbouring countries. Therefore the
principal goal is to ensure the completion
of the network of motorways and express-
ways and the shift of transit traffic to this
network. Only then would it be expedient
to focus systematically on the reconstruc-
tion of the current road network.

B The main theme in connection
with the construction of roads and
motorways is how to fund them.
What financing models would you
say offer prospects?

From what we have discussed, it is
clear that public sources of funding, repre-
sented in particular by the State Fund for
Transport Infrastructure, are insufficient
to build up the transport infrastructure,
and this is the case in other countries too.
Therefore the Czech Republic tops up
these resources from the funds of the
European Union or, after an economic
evaluation, draws on the credit facilities of
the EIB. We are also expecting the private
sector to become involved soon in the fra-
mework of PPP projects. In the field of the
road infrastructure, the D3 motorway in
the Tébor — Sobéslav — Bosilec section and
the large ring road in Brno have been
selected as pilot projects. However, the
launch of these projects depends on the
speed at which the new concessions act,
being prepared by the Ministry for Regio-
nal Development, is adopted.

B The most frequently mentioned
case is the development of the
D47 motorway in the section from
Lipnik nad Becdvou to Bélotin.
You criticized the former Minister
of Transport and Communications,
Jaromir Schling, for this project.
However, now it seems that the
construction of the motorway is by
no means so simple, and that the
conditions offered by Skanska CZ



might be worse than those offered
by the H&C consortium. What state
is this project in now? (Will it the
2008 deadline be respected? What
sort of investment is required and
where will this funding come
from?)

First, it should be pointed out that the
contract with the H&C consortium really
was disadvantageous for the state, as evi-
denced by the fact that the total costs of
the construction of the D47 motorway
will be almost half that stipulated in the
original contract, including the impact of
the rise in value added tax. The funding
earmarked for the construction of this
motorway is allocated directly in the
Ministry’s budget chapter, and this year
was planned at CZK 9.5 billion. Although
the activities of ecological groups have
complicated preparations, construction
work is continuing according to plan and
this section of road will open in 2008.

B Have you gained any experience
from this project as regards the
application of the Public-Private
Partnership model?

[ think it is worth noting that the main
problem between the state and the
H&C consortium was that there had been
no tender for a supplier. Therefore we did
everything we could to ensure that all
contracts in the field of transport infrast-
ructure are made solely on the basis of
a duly advertised tender, which will make
it possible for us to select the cheapest,
most effective offer. The same principle
will be applied to PPP projects.

Electronic tolls

B How far has the project to select
an electronic toll system contractor
progressed?

At its meeting on 12 January this year,
the government supported a proposal by
the Ministry of Transport to introduce
distance-related tolling of a selected part
of the road network. However, a differen-
ce compared with the original motion is
that the ministers agreed that the tender
for a general system contractor would be
advertised only after the completion of the
tender for a project manager, who will
contribute to the preparation of the terms
of reference for the main tender. The date
of the call for tenders for a project mana-
ger has been set as 15 February; therefore
the dates of the tender for a contractor
will depend on how this first tender pro-
gresses. Nonetheless, in its resolution the
government stated that we should adver-
tise this tender by mid-year. We already
know the composition of the steering
committee that will prepare the terms of
reference.

B How do you rate the systems that
are in with a chance? (pros and
cons)

Although there are only two main tech-
nological variants (microwave and satel-
lite systems) at present, these systems
have a whole number of technological
sub-variants. Therefore we are not limited
to the systems introduced in Austria and
Germany. What is more, considering the
constant technological progress, both the
systems installed by our neighbours are
already obsolete. The idea of the public
tender is therefore to find the most
modern, most suitable solution for the
conditions in the Czech Republic. In this
respect, the winner of the tender could be
any of the global companies. Companies
from Spain, Portugal, Italy, and even Aust-
ralia have expressed an interest. I can see
us having either a microwave or a satellite
system, or even a combination of the two,
as they have in Switzerland.

B Do you think it is right to exclude
certain technologies from the
selection prices, as we have some-
times heard discussed?

[ think it is clear from what [ have said
that we have not discounted any techno-
logy in advance. On the contrary, we have
tried to open up space for other compani-
es specializing in telecommunication sys-
tems to come forward, not just those ope-
rating in Germany and Austria. The terms
of reference have not been set yet, and we
are not expecting any distinction to be
made in terms of technology. That said,
there is one thing we should bear in mind.
A tender is not advertised in accordance
with the criteria of the candidates, but in
accordance with the criteria of the con-
tracting authority. In this case, the state.
We want this system to be in tune with
Czech conditions as much as possible, we
want the system to be as least costly as
possible and to result in the required
effect that we are hoping to gain from it.
The main goal is to reduce the economic
lure for freight transport to travel through
the Czech Republic, and as such to alle-
viate some of the burden that has been
placed on the D1 motorway, which will
take us at least ten years to repair with
restricted operation.

B Your colleague in the government
Jaroslav Bure§ responded to the
need to find a solution to the rising
road freight transport by proposing
the introduction of distance-rela-
ted stamps for vehicles above 7.5
tonnes, a motion you criticized.
Do you have a concept intended to
deal with rising freight transport
before and after the introduction
of tolling?
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[ think the proposal by Minister Jaroslav
Bures to introduce distance-related stamps
was unsystematic and difficult to check.
[ proposed a different transitional measure
to the government entailing either the
tolling of certain bridges and tunnels, or
the tolling of border sections of roads for
lorries entering and leaving the Czech
Republic. Besides these regulatory measu-
res, | am trying to draw up programmes
to support railway container transport
by cutting the prices for the use of rail
transport.

European cooperation

B The development of the Galileo
satellite project is closely con-
nected with tolls and traffic.
What stage is it at and how to you
view it?

At present the satellites are being put
into orbit, a process which is due for
completion in 2008. Howevet, this is by
no means the starting date for the use of
the Galileo navigation system by new toll
systems. Therefore, in our materials we
require that the terms of reference prefer
system modularity, so that in the future
it will be reasonably easy to switch to the
potential future European system.

B How is the Czech Republic con-
tributing to the development of
Galileo?

The Czech Republic, like other Member

States, is actively involved in the Galileo

project. We mainly contribute via working

10 EN

groups — the ESA (European Space Agen-
cy) and GJU (Galileo Joint Undertaking).
We have recently expressed our views
on the issue of payments for PRS services
— these are satellite navigation services
which should be used primarily by armed
units. Based on our proposal, a compromi-
se was accepted where future users will
pay costs for the operation of the PRS
service, and the service will also be used
on a non-commercial basis. The Ministry
of Transport has also initiated dialogue on
this theme with other ministries who are
potential users of this service.

B When, in your opinion, will Czech
citizens and companies feel the
benefits of this European system?
(Can you be specific about what
sort of advantages these will be?)

The basic argument in favour of crea-
ting the European navigation system
came in the form of issues related to
Europe’s strategic and security objectives.
Therefore the public can expect to see the
main benefits in services intended to
improve their security. This includes, for
example, improvements in current emer-
gency setvices, in train journeys, and in
aircraft navigation during the landing
procedure. In the transport sector, besides
the distance-related tolling, there is also
the possibility of identifying the location
of traffic accidents or the possibility
of searching for stolen vehicles, etc. The
opportunities for use in the commercial
sector are almost limitless, especially in
terms of telecommunication and telematic
services or work with digital maps. Not
least, the Galileo project will create
140,000 new jobs throughout Europe,
including the Czech Republic.

B How do you rate the cooperation
between the Czech Republic and
the European Union in the wake of
our May accession from the aspect
of support for the development of
the transport infrastructure?

We were able to draw on funding from
the European Union even before we beca-
me a Member State. From 1999, almost
EUR 400 million was allocated to the
Czech Republic from the Phare and ISPA
projects. After we joined the EU, some
of the unfinished ISPA projects were
switched to the Cohesion Fund. We also
had the new opportunity of drawing
on resources from the Structural Funds.
In all, the volume of resources from the
EU budget earmarked for the transport
sector in 2004-2006 is EUR 743.5 milli-
on. The European Union has approved
four of our projects in the framework of
the Cohesion Fund totalling EUR 280
million. Projects prepared by the Ministry
of Transport in the Cohesion Fund and

Structural Funds of the European Union
have been authorized by the European
Commission and we have exhausted
financial resources of CZK 10.5 billion up
to 2006.

B Do Czech companies or the Czech
Republic have access to European
funds intended for the develop-
ment of the transport network or
transport in general?

The Structural Funds are primarily an
opportunity for individual municipalities
and regions that want to improve their
transport infrastructure. However, I should
point out that applicants must have their
own funds available to get the project
under way. The costs are reimbursed on
production of invoices; 75% of these costs
are reimbursed in the case of public legal
persons. Private businesses can count on
maximum support of 35% of the acknow-
ledged amount. Despite this limiting con-
dition, the Ministry has already registered
dozens of applications.

B What role does your Ministry play
in this relationship (companies
— European funds)?

With both projects, the Ministry of
Transport plays the role of an intermedia-
te body, to which applicants can submit
applications for assistance. The Infrastruc-
ture Operational Programme (as a Struc-
tural Funds programme) is managed by
the Ministry of the Environment; in the
case of the Cohesion Fund, the central
institution is the Ministry for Regional
Development. The Ministry of Transport
then contributes to the preparation of
individual projects in this field, provides
methodological and other advice, and pro-
vides help in looking for the necessary
funding to co-finance these programmes.

B What would you say is your main
task up the elections in terms of
PSP and what tasks, in your opi-
nion, will the Ministry be faced
with in the next term of office?

By the end of the current term of office,
[ would like to get the new Highways
Act passed and I would like to start
implementing distance-related tolling.
Both these items are essential if we want
to improve the current situation on Czech
roads. In terms of long-term tasks, the
Ministry needs to complete the network
of motorways and expressways, complete
the reconstruction of the railway cor-
ridors, and harmonize tolling on the hau-
lage market so that rail transport becomes
more economically advantageous.

T&P
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Manazersky digitalni fotoaparat

T&P pripravil pro letoSni rok novou rubriku , Digitalni
svét". Postupné budeme publikovat redakéni uzivatel-
ské hodnoceni vybranych ICT zafizeni, ktera by neméla
chybét ve vasem manazerském kufiiku nebo kabelce.
V tomto cisle testujeme digitalni fotoaparat vhodny
pro uzivatele, ktefi nedisponuji hlubokymi znalostmi
vsech taji digitalni fotografie, avsak ktefi se nespokoji
s pouhym ,mackanim spousté" pti porizovani fotografii.
Digitalni fotoaparat R707 zapdjcila firma Hewlett
Packard.

R707 je moderné vyhliZejici a funk¢né velmi dobfe vybaveny
pétimegapixelovy kompakt, ktery ptsobi pomérné robustné.
S plnym rozliSen{m je schopny pofidit fotografie o velikosti azZ
2612x1994 pixeld. To je velikost postacujici pro papirovou foto-
grafii o rozmérech formatu A4. Pfistroj je vybaven trojndsobnym
optickym a aZ osmindsobnym digitdlnim zoomem.

Kromé fotografif pfistroj um{ i zdznam videa o velikosti
320x240 se zvukem v roz$ifeném formdtu MPEG-1. Uvedené
rozliSen{ je podle nds, vzhledem k ¢astému problému u digitdlnich
fotoapardt®, a to omezené kapacité zéznamového média, rozum-
ny kompromis. Délka videa je omezena pouze velikost{ dostupné
volné paméti.

Funkcni vybava

Mezi zdkladni funkce kazdého fotoapardtu patii pfednastavené
expozicni reZimy a reZimy ostfeni. Kromé standardnich expozi¢-
nich reZim@ foceni (portrét, krajina, atd.) je zajimavy specidln{
reZim pro foceni dokumentd. Chybi vSak rezim priority ¢asu
a plné manudln{ reZim, k dispozici je pouze rezim priority clony.
V piipadé ostfeni lze vybirat mezi automatickym a manudlnim
rezimem, ktery lze diky kvalitnimu displeji pouZivat bez problé-
md. Nabiz{ se také rezZim makro a pro focen{ krajiny velmi uZitec-
ny reZim nekonecno. Standardni funkc{ je nastaven{ kompenza-
ce expozice, které md neobvykle Siroky rozsah (+3 az -3 EV).

Déle uvedme pomeérné neobvyklé, nicméné uZite¢né funkce.
Sem patii funkce potlaceni ¢ervenych oci, kterd dokdZe z jiz
hotového obrdzku tento jev odstranit. Funkci dle naSich zkuSe-
nostf nebudete Casto vyuZivat, protoZe jev ¢ervenych o¢f u tohoto
fotoapardtu prakticky nenastdvd. Dal$f dnes jiz rozsifenou funkci-
onalitou je moZnost tvorby panoramatickych fotografii, se kte-
rou se pracuje velmi pohodiné. Svétovou premiérou je vSak moz-
nost panoramatického ndhledu pfimo ve fotoapardtu. UZite¢nou
funkci{ pfi foceni za zhorSenych svételnych podminek je tzv.
Adaptive Lighting, kterd automaticky zesvétluje vybrand tmavé
mista obrdzku s vysokym kontrastem a dle naSich zkuSenost
funguje celkem dobfe. Jedinou jeji nevyhodou je zna¢né prodlou-
Zeni doby zpracovdni poiizené fotografie (dle nastaveného rozli-
Senf pak zpracovdni trvd pfiblizné 10 az 20s). Ke kazdému poii-
zenému obrdzku je k dispozici funkce Photo Adviser, kterd
po analyze snimku navrhne uZivateli, jak zlepsit zptsob focen{ pro
dosazen{ lepsich vysledkd. Funkce je zejména pro nezku$ené foto-
grafy velice pffjemnd. Zajimavou technickou novinkou zabudova-
nou do fotoapardtu je ¢idlo orientace pfistroje, diky kterému
jsou fotografie pofizené ,na vySku“ pfed uloZenim automaticky
otoCeny tak, aby pfi prohliZzeni byly sprdvné orientovdny. Dle
naSeho ndzoru v praxi médlo pouzivand je moznost odesflat fotky
pfes email (prostfednictvim softwaru v PC), Castéji vyuzijete moz-
nost tisku pffmo z fotoapardtu. Zobrazeni fotek pf¥imo v televizi

je mozné pouze prostfednictvim tzv. dokovaci stanice doddvané
jako volitelné piisluSenstvi.

Prace s fotoaparatem

Ovlddén{ je pfehledné a pohodIné a brzo jsme si na néj zvykli.
Menu fotoapardtu je srozumitelné a je doplnéno bohatou ndpoveé-
dou obsahujic{ i praktické tipy a nédvody.

Fotoapardt mé celkem rychlou dobu nébéhu, za cca 3,5 s po
zapnuti je fotoapardt pfipraven k foceni. Zpozdén{ zdvérky cinf
pouze 0,62 s. Ponékud déle trvé zpracovani a uloZeni fotografif
(7 1 vice sekund pfi vypnuté funkci Adaptive Lighting). V pfipadé
potteby pofizeni nékolika obrdzkl v kritkém case za sebou lze
naStésti pouzit funkci sekven¢nfho snimdni, tzv. Burst.

Zdznam videa se spouSti a ukoncuje samostatnym tlac¢itkem.
ReZim pfehrdvdni videa je omezen na automatické pfehrdni
s moznosti ru¢nfho ukonceni. PouZit{ pauzy nebo rychlého hleds-
n{ mista v zdznamu pfistroj bohuZel neumoziiuje.

5.1 MP

R70O7
kP Phatosmart

Vyrobce v névodu uvddi pomérné podrobny rozbor vydrZe
doddvané Li-lon baterie, kterd dle naSich zkuSenosti (testovali
jsme pfiblizné tyden) odpovidd realité. Horsi je to s vérohodnosti
informace o stavu baterie. Opakované nds zaskocilo ndhlé a do
nabiti nebo vymeény baterie trvalé vypnuti LCD displeje z dGvodu
piili§ slabé baterie.

K fotografiim pofizenym R707 nemédme ndmitek ani z hlediska
barevného poddni, ani z hlediska ostrosti nebo pfipadného Sumu.
Nasnimané video je plynulé, zvuk Cisty, kvalita obrazu odpovidd
pouzitému rozliSeni.

Shrnuti

Absenci plné manudlniho rezimu v této kategorii piistrojl urce-
nych Siroké vefejnosti je pochopitelnd a naprosté vétSiné uzivate-
14 chybét nebude. Chybét mfiZe, zejména u prohliZzen{ delSich
videosekvenci, moZnost rychlého hledédn{ v zdznamu nebo moz-
nost pauzy. Kdo pfedpoklddd cCasté ndrazové focen{ vice fotek
rychle za sebou, mél by se ohlédnout po rychlej$im pifstroji. Pro
vétSinu ostatnich vSak 1ze bohaté funkéné vybaveny a dobfe
ergonomicky navrzeny fotoapardt R707 viele doporucit. Doporu-

dejni cena je v soucasné dobé 8395 K¢ (bez DPH).

|
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Digital Camera for Managers

T&P has prepared a new column for this year - “Digital
World”. Step by step, we will be publishing editorial user
evaluation of selected ICT equipment, which is a must
for your manager’s briefcase or handbag. In this issue,
we test a digital camera, which is suitable for users who
do not know a great deal about the mysteries of digital
photography but are not however satisfied with merely
“pressing the button” when taking photographs. We had
the R707 digital camera by Hewlett Packard on loan.

The R707 is a modern-looking compact equipped with a very
wide range of functions and 5.1 megapixel resolution, which
gives the impression of being relatively robust. At full resolution,
it is capable of taking photographs of up to 2612x1994 pixels
in size. This size is sufficient for photographic printing onto
A4 format paper. The camera is equipped with up to 3x optical
zoom and up to 8x digital zoom.

Apart from photography, the camera can also create video recot-
dings with a frame size of 320x240 and sound in an widespread
MPEG-1 standard. In our opinion this resolution is a sensible
compromise, taking into account the problem, frequently seen
with digital cameras — limited capacity of the recording media.
The length of the video recording is limited only by the free
memory space available.

Functions

Contained in the basic functions of every camera are pre-set
exposure and focusing modes. Apart from the standard exposure
modes for photography, (portrait and landscape etc.) there is an
interesting special mode for document photography. The
camera does however lack a time priority mode and fully manual
mode — there is only an aperture priority mode. As far as focusing
is concerned, you can choose between automatic and manual
modes, which can be used without problems thanks to the high-
quality display. A macro regime is also offered and a very useful is
infinity mode for photographing landscapes. The camera has set-
tings for exposure compensation as standard with an unusually
wide range (+3 to -3 EV).

At this point, we would like to mention the relatively unusual
yet nevertheless useful functions. One of these is the red-eye
reduction function, which is able to remove this phenomenon
from pictures, which have already been taken. Having said that,
on the basis of our experience, you will not need to use this func-
tion very often as red-eye practically never occurs with this came-
ra. Another function, which is quite widespread these days, is the
possibility of creating panoramic photographs - a function,
which is very easy to work with. A world premiere here is the
possibility to view your panoramic shots directly on the camera
display. Another useful function when taking photographs in
worse lighting conditions is the so-called Adaptive Lighting,
which automatically brings out the details in selected dark regions
in the picture that have a harsh contrast and in our experience,
it works quite well. The one disadvantage is the significantly
prolonged time for processing photograph once taken (according
to which resolution you have set, processing takes approximately
10 to 20 seconds). An Image Advice function is available for
every shot taken, which makes suggestions to the user after ana-
lysis of the shot on how to improve the method of photography

in order to achieve better results. This function is especially
pleasing for inexperienced photographers. One interesting new
technical feature built into the camera is the equipment orien-
tation sensor, thanks to which, photographs taken “portrait
style” are rotated before being stored so that they will be the right
way up when viewed. A function, which in our opinion is seldom
used in practice, is the possibility to send photographs by
E-mail(using software on your PC). Greater use is made of the
option to print direct from your camera. Viewing photographs on
your television is only possible via the so-called Docking Station
supplied as an optional extra.

Work with the camera

Operation is easy and comfortable and we were soon able to get
used to it. The camera menu is clear and supplemented by an
excellent help function, which also includes practical tips and
instructions.

The camera has quite a fast start-up time - the camera is ready
to take photographs approximately 3.5 seconds after being
switched on. Shutter delay is a mere 0.62 seconds. Processing and
saving photographs to the memory takes somewhat longer
(7 or more seconds if the Adaptive Lighting function is switched
off). If you need to take several photographs in quick succession,
you can use the sequential shot function, the so-called Burst
mode.

Video recordings are started and ended using a separate button.
The mode for viewing videos is limited to automatic playback,
which can be manually stopped. Unfortunately, the camera does
not offer pause or scan functions for these recordings.

In the instruction manual, the manufacturer states a relatively
detailed analysis of the charge life of the Li-lon battery supplied,
which in our experience(we tested the camera for approximately
one week] is realistic. The trustworthiness of the information pro-
vided about the battery charge status is however a shade worse.
We repeatedly experienced the LCD being permanently switched
off until the batteries were charged or exchanged as a result of
insufficient battery power.

We have no reservations about the photographs taken using
the R707 — not even from the point of view of colour rendition,
contrast or any possible shadow noise. Video sequences captured
are fluent, the sound is sharp and the picture quality corresponds
to the resolution used.

Conclusion

The absence of a fully functional mode in this category of
camera intended for the general public is understandable and
the vast majority of users will not miss it. One thing, which could
be missed though, especially when viewing longer video
sequences, is a scan feature and also the possibility to pause the
sequence. Those who often expect to take sudden shots and many
photographs taken in quick succession should look for a faster
camera. However, for most others, we can warmly recommend
the wide range of functions and great ergonomic design of the
R707. We recommend you buy one more battery as a reserve.
The current recommended retail price is 8,395 CZK (not
including VAT).

|
Milan Sliacky
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Siemens doda technologii EDGE ceskému operatorovi
Oskar Mobil

® Nejrychleji rostouci mobilni operétor v Ceské republice,
spolecnost Oskar Mobil (dfive Cesky Mobil), zadal spole¢nos-
ti Siemens, divizi Komunikace, zakdzku na doddvku technologie
EDGE (Enhanced Data Rates for GSM Evolution). Oskar Mobil plé-
nuje zprovoznéni novych vysokorychlostnich datovych sluzeb na
rok 2005. Siemens tak zfskavd jiz paty kontrakt na doddvku EDGE
ve stfedni Evropé a celkem patnécty na svété. Implementaci tech-
nologie EDGE od spolec¢nosti Siemens chce Oskar Mobil posilit exi-
stujic{ datovou sit a nabizet svym zdkaznfklim vysoce vykonné
mobiln{ datové sluzby o rychlostech aZ tfikrdt vySsich v porovndn{
s tradi¢nim GPRS. Oskar Mobil nyni intenzivné testuje nékolik slu-
Zeb na bdzi EDGE, aby se sezndmil se zkuSenostmi uZivatelt a dokd-
zal nabidnout sluzby, které budou splfiovat jeho vysoké standardy
v oblasti vykonu a uzivatelského komfortu. Siemens béhem tohoto
testovactho obdobi aktivné podporuje vyvoj technologif a sluzeb
v siti Oskar.

STROM telecom instaluje sva zarizeni

v pobockach Svyazinvestu

® STROM telecom vytvofil pro nejvétsi stitni rusky teleko-
munikacni holding Svyazinvest feSeni slouZzici k zajiStén{ tistio-
vych voldni. Tento systém je postaven na bdzi feSenf STROMu tele-
comu pro inteligentn{ sité. Cesk4 spole¢nost STROM telecom, vyrob-
ce modernich telekomunikacnich zafizeni, informacnich systéml
a technologif, ozndmila zahdjenf instalace takzvaného uzlu specidl-
nich sluzeb (USS). Systém postaveny na zdkladé digitdlntho spojova-
ctho systému MEDIO bude v Sibirtelecomu, regiondln{ pobocce spo-
le¢nosti Svyazinvest, slouZit pro zajiSténf tistiovych voldni. V listopa-
du zahdjil STROM telecom instalaci podobného zatizeni v dalsi
pobocce Svyazinvestu, samarské Volga Telecom.

IBM uvadi software, ktery se automaticky ptizptisobuje
bezpecnostnim hrozbam

® Autonomni software pro spravu zabezpeceni propojuje
informacéni technologii s podnikovymi procesy a fesi dodrZo-
véni predpist, provozuschopnost a ndklady. IBM rozsffilo svij soft-
ware pro spravu zabezpecenf a poskytovani prostfedkd o nové auto-
nomni funkce, které maji 1épe automatizovat spravu zabezpecent,
aby firmy mohly vynaklddat méné prostfedk( a penéz na zabezpe-
¢enf a vice se soustfedit na hlavn{ cile svého podnikdni. Nové auto-
nomn{ funkce produktt IBM Tivoli Security Compliance Manager
a IBM Tivoli Provisioning Manager pomdhaji odstrafiovat Skody
a vypadky, které v sitich zplsobuji viry, Cervy a dal$i bezpec¢nostni
hrozby a minimalizuj jejich dopad na kazdodenni provoz firmy. [BM
Tivoli Security Compliance Manager je nyn{ integrovan s feSenfm
Cisco Secure Access Control Server, které povoluje nebo blokuje pii-
stup k siti na zdkladé toho, zda jednotlivd pocitacovd zafizen{ vyho-
vujf uréenym bezpecnostnim parametrm. [BM Tivoli Provisioning
Manager obsahuje nové pracovni procesy pro ndpravu po bezpec-
nostnich incidentech a néstroje pro spravu systémd, které umoziiujf
automaticky opravit zafizeni, jeZ poruSuji podnikové zdsady zabez-
peceni.

T-Mobile testuje v Ceské republice nové A-GPS feseni
spolecnosti Siemens

® Spolecnost Siemens, divize Komunikace, vyvinula nové
feSeni pro A-GPS (Assisted Global Positioning System), které
umoZiiuje mobilnim operdtorGm integrovat tuto novou navigacnf
technologii v jejich sitich mnohem rychleji nezZ doposud. T-Mobile
Czech Republic v soucasné dobé v Praze toto feSeni spolecnosti
Siemens testuje. Pfi testech je pouZivdn mobiln{ telefon Siemens SX1

specidlné vybaveny ¢ipem pro A-GPS. Reseni A-GPS zaloZené na IP
technologii uvede Siemens na trh ve tretim Ctvrtleti roku 2005. Sté-
vajic{ standardizovand feSeni A-GPS vyZaduji ndkladné zdsahy
v mobilni siti, které predstavuje uzplsobeni sitové infrastruktury
standardu lokac¢nich sluZzeb 3GPP. IP feSen{ spole¢nosti Siemens
oproti tomu obsahuje specidln{ lokacnf server, ktery mtzZe byt inte-
grovan pifmo v mobiln{ siti a komunikuje s mobilnim koncovym
zatizenim prostfednictvim [P spojeni.

Microsoft pomize s bojem proti spyware a viriim

® Microsoft pfedstavil nova feSeni, kterd umozni 1épe chra-
nit uZivatele pfed spyware a viry. Microsoft ozndmil dostupnost
beta verze svého feSeni pro boj se spyware. Microsoft Windows Anti-
Spyware zabezpec{ uZivatele Windows jak proti spyware, tak i proti
dal$imu nechténému software. Nyni je pro uZivatele dostupnd také
druhd novinka z dilny spolecnosti Microsoft, ndstroj pro odebrdni
nebezpecného softwaru ze systému Microsoft Windows. Tento
néstroj je k dispozici i v Ceské verzi. Obé feSenf stavi na vyspélych
bezpecnostnich technologiich a ochrannych prvcich Windows XP
Service Pack 2 a jsou pro legdlni uZivatele Windows zdarma.

V siti Oskar probiha instalace technologie EDGE

® Spolecnost Ericsson dodala pro sit Oskar technologii
EDGE (Enhanced Data Rates for Global Evolution). V Oskaro-
vi nynf probihajf technické testy, které bude nésledovat ovétrovani
uzivatelskych zkuSenosti. Tato smlouva potvrzuje schopnost spolec-
nosti Ericsson dodévat Spickovou svétovou technologii EDGE. Tech-
nologie EDGE umoznuje vysokorychlostni pfistup k internetu a pfe-
nos dat v rdmci sité GSM, a to tfikrdt rychleji nez s doposud pouZzi-
vanou technologii GPRS. Zdkaznici tim ziskaji moZnost pfipojit se
rychleji na internet a vyuzivat $irstho portfolia datovych sluzeb.

Spolecnosti MAXPROGRES, s. r. 0., Cisco Systems

a Damovo Ceska republika, s. r. o. predstavily novy
projekt v oblasti telekomunikacnich sluzeb

® Spolecnosti MAXPROGRES, s. . 0., Cisco Systems a Damo-
vo Ceska republika, s. r. 0. pfedstavily novy projekt v oblasti tele-
komunikacnich sluZeb postavenych na platformé ethernetovych sitf
a na [P telefonii. Jde o telekomunikacnf sluzby s obchodnim ndzvem
»sluzby 99 — spole¢nosti MAXPROGRES, které nabizejf alternativu
k feSenfm tradi¢nich telekomunika¢nich operétord a internetovych
poskytovatelli. V pribéhu uplynulych let vystavéla spolecnost
MAXPROGRES v Brné, Ostrave, Plzni, Hradci Krédlové, Jihlavé a dal-
§ich méstech Ceské republiky rozs&hlé metropolitni optické sité,
které jsou vystavény v kruhové topologii, jeZ zajistuje jejich maxi-
malni bezpecnost a spolehlivost.

Konsorcium prednich IT firem predstavilo projekt GetIT

® Vyznamné spolecnosti z oblasti IT pfedstavily novy pro-
jekt zaméfeny na podporu podnikani a rozvoj malych a stied-
nich firem v Ceské republice. Projekt GetIT vznikl z iniciativy spo-
le¢nosti Cisco Systems, kterd sdruZila fadu prednich IT firem Ceské
republiky do konsorcia, jeZ se na financovdni zdméru podili. GetIT
orientuje svou pozornost na podnikatele a spolec¢nosti ze vSech regi-
onfi Ceské republiky a oslovuje zejména sektor malych a stfednich
firem, které zaméstnavaji nanejvys 250 pracovnikd.

Czech Broadband Communications CACC 2005

® Ceska asociace kompetitivnich komunikaci uspofadéd ve
dnech 25. a 26. dubna 2005 v Hotelu Diplomat Praha svou jiz
6. vyrocni konferenci CZECH BROADBAND COMMUNICATIONS
CACC 2005. Bliz8i informace: http://www.cacc.cz; e-mail:
info@cacc.cz; tel: 224 152 120.

B Pripravil: Vratislav Pavlik



Siemens will deliver the EDGE technology

to the Czech operator Oskar Mobil

® The fastest growing operator in the Czech Republic, the
company Oskar Mobil (former Cesky Mobil), has awarded to
the company Siemens, division Communication, the contract of EDGE
technology delivery (Enhanced Data Rates for GSM Evolution). Oskar
Mobil is planning to put its new high-speed data services into operation
in 2005. Siemens is acquiring in this way already the fifth contract
of EDGE delivery in central Europe and the fifteenth one in the world.
By implementing the EDGE technology from the company Siemens,
Oskar Mobil wishes to strengthen the existing data network and to offer
to its customers the high-performance mobile data services at the speeds
even three times higher as compared with the traditional GPRS. Oskar
Mobil is now intensively testing several services based on EDGE, to
make itself familiar with the experience of users and to be able to offer
the services meeting its high standards in terms of performance and user
comfort. During such testing period, Siemens is actively supporting the
development of technologies and services in the Oskar network.

STROM telecom is installing its devices

in branches of Svyazinvest

® STROM telecom has created for the biggest state-owned Rus-
sian telecommunication holding Svyazinvest a solution intended
for emergency calls. This system is based on the solution of the STROM
telecom for intelligent networks. The Czech company STROM telecom,
a manufacturer of advanced telecommunication devices, information
systems and technologies, has announced the start of installation of so-
called special service node (USS). The system based on digital connecti-
on system MEDIO will serve for emergency calls in Sibirtelecom, regio-
nal branch of the company Svyazinvest. In November, STROM telecom
has started the installation of a similar device in another branch of Svyaz-
invest, Volga Telecom of Samara.

IBM is introducing software that automatically
accommodates itself to security threats

® Autonomous software for security administration interconne-
cts the information technology with corporate processes and sol-
ves adherence to rules, operability and costs. IBM has supplemented its
software for security administration and provision of funds with new
autonomous functions, which have to enhance the automation of the
security administration to make it possible for the companies to expend
less means and monies on the security and to focus rather on the main
aims of their business. New autonomous functions of the products IBM
Tivoli Security Compliance Manager and IBM Tivoli Provisioning Mana-
ger help remove damage and outages caused in the networks by viruses,
worms and other security threats and minimise their impact on everyday
operation of the firm. IBM Tivoli Security Compliance Manager is now
integrated with the solution Cisco Secure Access Control Server, which
permits or blocks access to the network depending on the fact whether
the particular computer devices comply with the determined security
parameters. IBM Tivoli Provisioning Manager contains new working pro-
cesses for recovery after security incidents and the tools for administrati-
on of systems, which enable automatically to restore the devices that do
not comply with the corporate rules of security.

T-Mobile is testing in the Czech Republic

new A-GPS solutions of the company Siemens

® The company Siemens, division Communication, has deve-
loped a new solution for A-GPS (Assisted Global Positioning
System), making it possible for mobile operators to integrate this new
navigation technology in their networks much faster than today. T-Mobi-
le Czech Republic is testing this solution of the company Siemens in
Prague at the moment. In performing the tests, they use the mobile
phone Siemens SX1 specially equipped with a chip for A-GPS. The solu-
tion A-GPS based on the IP technology will be introduced by Siemens
into the market in the third quarter of 2005. The existing standardized

solutions A-GPS require cost-demanding interventions in the mobile
network, consisting in adaptation of the network infrastructure to the
standard of positioning services 3GPP. The IP solution of the company
Siemens, on the contrary, contains a special positioning server, which can
be integrated directly in the mobile network and communicates with the
mobile end device through the [P connection.

Microsoft will help with fight

against spywares and viruses

® Microsoft has presented new solutions to enhance protection
of users against spywares and viruses. Microsoft has announced
accessibility of the beta version of its solution for the fight against spy-
ware. Microsoft Windows AntiSpyware will protect the Windows users
both against spyware and from other undesirable software. At present,
there is also another new product of Microsoft accessible to the users,
namely the tool for removal of dangerous software from the system of
Microsoft Windows. This tool is available also in Czech version. Both
solutions are based on advanced security technologies and protection
elements of Windows XP Service Pack 2 and are for legitimate users of
Windows free of charge.

Installation of the EDGE technology

is in progress in the Oskar network

® The company Ericsson has delivered the EDGE technology
(Enhanced Data Rates for Global Evolution) for the Oskar net-
work. Oskar is performing technical tests at the moment. These test will
be followed by verification of users experience. This contract proves the
capability of the company Ericsson to supply the top technology EDGE.
The EDGE technology enables the high-speed Internet access and data
transmission within the framework of the GSM network at the speed
three times higher than by means of the GPRS technology, which in use
so far. Customers will get thus a possibility of quicker Internet connec-
tion and use of broader scale of data service portfolio.

Companies MAXPROGRES, s. r. 0., Cisco Systems

and Damovo Ceska republika, s. r. 0. have presented

a new project in the field of telecommunication services

® The companies MAXPROGRES, s. r. 0., Cisco Systems and
Damovo Ceska republika, s. t. 0. have presented a new project in the
field of telecommunication services on the platform of Ethernet networks
and IP telephony. These are the telecommunication services under the
trade name ,,Services 99 — of the company MAXPROGRES, which offer
an alternative to the solutions offered by traditional telecommunication
operators and Internet providers. In the course of the past years, the com-
pany MAXPROGRES has built in Brno, Ostrava, Plzefi, Hradec Krdlové,
Jihlava and other cities of the Czech Republic vast metropolitan optical
networks built in circular topology, ensuring maximum safety and
reliability thereof.

Consortium of leading IT companies

has presented the project GetIT

® Leading IT companies have presented a new project focused
on support of enterprising and development of SMEs in the Czech
Republic. The project GetIT was created from the initiative of the com-
pany Cisco Systems, which associated a series of the leading IT compa-
nies of the Czech Republic into a consortium, taking part in the financing
of the business plan. GetlT is focused on entrepreneurs and companies
from all regions of the Czech Republic and approaches especially the
SMEs with 250 employees at maximum.

Czech Broadband Communications CACC 2005

® The Czech association of competitive communications holds
its 6th annual conference CZECH BROADBAND COMMUNICATIONS
CACC 2005 on April 25 and 26, 2005 in the Hotel Diplomat Praha.
More information: http://www.cacc.cz; e-mail: info@cacc.cz;

tel: 224 152 120. B Prepared by: Vratislav Pavlik

EN 15




Bezpecnost
v pocitacovych sitich
a pocitacova kriminalita

Jifi Mmustik
AEC

Otazka bezpecnosti je s rozvojem informacni spolecnosti a elektronickych
komunikaci ve viech sférach primyslu a hospodafstvi na narodni i globalni
tirovni stale aktualnéjsi. Co si o bezpecnosti v pocitacovych sitich mysli predni

Jan Rosenmayer
ANECT

Vitézslav Sidlo |
ICZ |

Vaclav Kadefabek
Eurotel

Tomas Rosa
eBanka

cesti odbornici, zjistoval formou ankety T&P.

B V ¢em spociva nebezpeci
dnes$nich dtokd na firemni
pocitacové sité?

Hlavni nebezpeci spolivd predevsim

v tom, Ze dneSni utoky jsou vedeny

s cflem ziskdni ekonomického prospé-

chu. Zatimco v minulosti jsme se potykali

zejména s pokusy amatérd, dnes stale Cas-
téji stojime tvéif v tvéf tGtokd profesiondld.

W Jifi Mrnustik

Nebezpeci dtokd je potdd stejné: spo-
le¢nost pfijde o informace, penize nebo
bude zdiskreditovana. Stejné nebezpec{
hrozilo firmdm i pfed sto lety. Jen forma
utokd se 1isi!

B Jan Rosenmayer

Nejenom Ze ziskdn{ ¢i zména informac{
pfind$i utocnikovi znacny prospéch, ale
¢ast uloZenych informaci, které mtzZe
poskodit, uZ neni v jiné podobé
dostupna viibec nebo pouze obtiZné.

B Vitézslav Sidlo

V dtoku vedeném nejen na interni
data spolecnosti, ale také na infor-
mace o partnerech, dodavatelich
a zejména zdkaznicich. Ddsledky
mohou byt kritické: st{Znosti zdkaznikd
s pozZadavky kompenzace, ztrdta Cdsti
zdkaznik{ a tim i ¢dsti revenue, postih od
kontrolnich ¢&i regulacnich orgdnt, zejmé-
na pokud se jednd o informace chrdnéné
zvlaStnimi prdvnimi pfedpisy, v krajnim
piipadé i trestni postih odpovédnych
zaméstnanct, arbitrdZe a spory s partnery
pozadujicimi ndhradu zptsobenych Skod
a usly zisk, negativni medializace, kterd
mize vést ke snizeni dlvéryhodnosti
v produkty a sluzby, které spolec¢nost
poskytuje, ke sniZzeni divéry ve spole¢nost
jako takovou a dokonce i k vyvoldni dlou-
hodobé neddvéry v primyslové odvétvi ¢i
oblast podnikdnf{ a ,,zkaZen{“ trhu. Nejvét-
8 riziko vSak spocivd v tom, Ze ttok
nebude vibec odhalen a modifikovana

data budou déle prezentovdna jako platnd,
bude umoznén pravidelny unik informac{
¢i prostfedky v napadené siti budou slou-
Zit k uskute¢nén{ dal$ich dtokd na jiné
subjekty.

B Vaclav Kaderabek

Nékde to je virovy dttok, jinde péd
webového serveru ¢i unik dat pfes WiFi,
atp. Na zacdtku veho byvd dojem, Ze
,nam uZ nic nehrozi“. KaZdd ochrana
ale zastardva - stdle je se co ucit a co zdo-
konalovat. Hlavnim rizikem je proto
ignorantstvi.

B Tomas Rosa

Komplexnost samotnych aplikaci ¢i
systémd a jejich nastaveni. Spoléhédni na
tvrzeni vyrobce ¢i automatické nasta-
veni aplikace. Nedostate¢na znalost
problematiky bezpecCnosti mezi povéfe-
nymi osobami.

B Petr Rizicka

Vzhledem k jiz pomérné silné zdvislosti
organizac{ na IT povaZuji za nejnebezpec-
néjsi fakt, Ze pouhym zavleCenim Skodli-
vého kédu (tj. nikoli cilenym, aktivhim
dtokem) mtZe dojit k naruSeni &i pfe-
ruSeni provozu, Casto s dopadem i na
obchodné-kritické zdroje.

B Ludék Hrdina

Stupeti zdvaznosti 1
— Ztrdta dat (odcizenf i zni¢en)

Stuperti zédvaznosti 2

— SniZeni ddvéryhodnosti
Stupeti zdvaznosti 3

— Docasné nepfistupnost sluzeb
B Bohumil Pechr

Korporétn{ sité majf vétSinou branu do
internetu, coz byvé diky snadné globdln{
dostupnosti obvykle hlavni misto dtoku.
Navic se vytrédcejf ostfe definované hrani-
ce sitf a kazdy piistupovy bod do sité je
pak dal$im potencidlnim mistem, odkud



miZe byt Gtok veden. NepfetrZité se obje-
vujf nové bezpecnostni slabiny konco-
vych zafizeni, sluZeb, aplikaci i infra-
struktury. Doba mezi objevenim zranitel-
nosti a zneuzitim této zranitelnosti se zfe-
telné zkracuje. Dokonalej$i tGto¢né pro-
stfedky a vykonnéjsi sité zpasobujf blesko-
vé Siteni ttokd v siti.

B Miloslav Rut

Hlavn{ problém je v tom, Ze utocnici
napadajf systémy s védomim, Ze na nich
nebudou implementovany bezpec-
nostni zéplaty. Realita jim vétSinou déva
za pravdu. Dokonce i tam, kde jsou sprav-
ci o novych zranitelnostech a zdplatdch na
né vcas informovéni, je nezbytné je po
fadu dnd testovat, neZ mohou byt nasaze-
ny na ,ostré“ provozni systémy. Mnoho
bezpecnostnich zdplat totiz vede k vypad-
ku provoznich systém@ a kritickych apli-
kaci na nich. Sprévci systému a jejich uZi-
vatelé se ocitaji v zajet! dilematu - bud
ohrozit sebe sama nedostatecné testova-
nou patch{ nebo se vystavit dtoku zvenci
pro chybéjici patch. Dals{ doklad toho, Ze

bezpelnost lze fesit pouze ucelené a Ze
infrastruktura, kterd neni dobfe fizena
nemtZe byt ani dobfe zabezpecena.

B Radek Smolik

Prevdznd Cést dnesSnich dtokd je sméro-
vdna na zndmé zranitelnosti systéml
a sluzeb. Tyto tdtoky maji vétSinou za cil
zneuZit Kkompromitovany systém
k dal$imu tdtoku nebo dany systém udi-
nit nedostupnym, coZ mulZe organizaci
navenek poskodit ¢i ji zplsobit finanéni
Ztraty.

B Pavel Pokorny

Hlavni nebezpeci dne$nich dtok@ vidim
v tom, Ze se vétSinou jednd o kombino-
vané utoky, které tito¢i na vice zranitel-
nych mist. Stacf pak jen jedno nedostatec-
né chrdnéné misto na to, aby tento Skodli-
vy kéd prolomil ochranu sité.

W Filip Navratil

VétSina Utokd dnes kombinuje vice zpl-
sobl (viry, DoS dutoky,...) jsou necilené,
obéti jsou nahodné, neustdle se vyviji
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a zdokonalujf. Aby ochrana byla d¢innd,
musi byt komplexni, jinymi slovy je potte-
ba kombinovat vice feSen{ a ty je pak
nutné neustdle aktualizovat.

B Petr Lasek

Dnesn{ ttoky pouZivaji mnohovekto-
rovy piistup. Postupem ¢asu budou hroz-
by kombinovény se spamem a phishin-
gem. Ocekdvd se, Ze metody phishingu
budou v pribéhu roku 2005 na vzestupu
i z d@vodu nedostate¢ného povédomi
uZivateld.

B Vladimir Broz

B Jaka je droven ochrany statnich
i firemnich po¢itaovych siti v CR?

Teorie f{kd, Ze stoprocentn{ bezpecnosti
nelze dosahnout. Uroveri ochrany podita-
ovych siti v CR mé stoupajici trend, ale
vZdy je co zlepSovat. [ kdyZ si dnes firmy
uvédomuji potfebu vnéjsiho zabezpecleni,
stdle nachdzime nedostatky v ochrané
proti itok@im zevnitf a v lidském pifstupu,
mnohdy i v nezdjmu vedenf (Skolenf lid{,
teSen{ az po incidentu, absence plénovani,
analyzy, prevence apod.).
B Jifi Mrnustik

Sitim pro utajované skute¢nosti CR lze
vytknout jen velmi mélo. TotéZ plati pro
firmy, které si jasné uvédomuji svou zdvis-
lost na IT. Hor${ uZ je to ve stdtnich sitich
pro neutajované skutecnosti a firméch
s krédem ,,at to chodi a moc nestoji“.
Rizikovou skupinou jsou i domdc{ uzivate-
1é internetu. Mysleme vSak také na pfimeé-
fenost ochrany k redlnému riziku.

B Tomas Rosa

Urovedi ochrany sitf jak v soukromém,
tak ve stdtnfm sektoru bezpochyby stou-
pd. Soukromy sektor je stdle o krok vpte-
du a dokdze rychleji reagovat na nové
hrozby, coZ je ddno hlavné omezenymi
investi¢nimi moZnostmi stétnich orga-
nizaci. A to se tykd i lidskych zdrojd, vét-
$ina odbornikdl stdle odchdzi ze stitnich
sluZeb za ldkavéjsi nabidkou do privdtnich
firem. Ale i tady je moZno hovofit o pozi-
tivnim trendu.

B Filip Navratil

Soucasnd droveil pocitacové bezpecnos-
ti v CR odpovidé mife rizika, kter4 je jf pii-
délena jednotlivymi organizacemi. Z toho
plyne, Ze je velice rozdilnd. D4 se fici, Ze
odpovidd priméru v Evropé. Také je
Casto feSena nesystémové. Vyuzivd se
mnoho dil¢ich fteSeni, kterd vzdjemné
nekomunikuji. Tim je omezena méfitel-
nost pfijatych opatfeni a vynaloZenych
prostiedkd.

B Vladimir Broz




Obycejnd primeérnd ceskd ,sit“ je
pomérné dobfe vybavena technologiemi.
Obsahuje antivirovd zafizeni, firewally,
IDS, atp. Problematické jsou vSak procesy
schované za témito technologiemi. Reagu-
je nékdo na vystupy z IDS? M4 ten nékdo
¢as na analyzu tdtoku? Problémem je
i propast mezi fizenim bezpecnosti
a realitou.

B Jan Rosenmayer

Uroveti hodnotim jako primérnou.
Existuji bezpec¢nostni politiky organizaci.
Jsou feSeny systémy pfenosu Kklasifiko-
vanych informaci. Ur¢itym negativem je
diverzita pfijimanych feSeni, coz bude
feSeno vyhldSkami k novele zdkona
3657200101 Sb.

B Bohumil Pechr

Zalezi na firmé, resp. statnim
tufadé. Existujl mista s velice vysokou
urovni zabezpeCeni, kterd je prevdzné
dédna kvalifikaci a zkuSenostmi povéfe-
nych pracovnikd. BohuZel existuje majo-
rita druhé &ésti spektra, kde je obecné
bezpe¢nost na nizké tdrovni (napf. por-
tal.gov.cz mél v neddvné dobé nékolik
velice zdvaznych nedostatkd).

W Petr Rizicka

Obecné bezpecnostni povédomi se zvy-
Suje. To plati jak pro firemni, tak i pro stdt-
ni sféru. Nemd valny smysl hledat mezi
nimi néjakou ,tvrdou” délici ¢dru. Obé
strany ponékud zanedbavaji investice
do toho hlavniho - svych zaméstnan-
cti. Nejproblemati¢téjsi je oblast bezpec-
nosti mobilnich zafizeni (pfedevsim
notebookl, kterych dramaticky pfibyva
u obou typl zdkaznikd). Stdvajf se nejcas-
téj$im zdrojem dtoku proti vlastni siti
a soucasné jsou v nich zpravidla uloZena
nejhodnotnéjsi a nejaktudlnéjsi data.

B Radek Smolik

Ve vétsiné pifpadd slusnd, ale velice
¢asto chybi komplexni piistup. Stéle pte-
vlddd pfistup ,mame firewall a antiviry
na stanicich, nic se nam nemtzZe
stat“. Ne vzdy si organizace uvédomuji,
Ze bezpecnost je ,proces“, nikoliv
zakoupeni boxu.

B Petr Lasek

Téméi viechny sité v CR jsou zabezpe-
Ceny tradi¢nim reaktivnim zplisobem, t.j.
bezpecnost neni feSena komplexné
a omezuje se pouze na tradi¢n{ prostfedky
jako jsou firewally a antivirovd ochrana.
Tyto prostfedky dnes nejsou dostate¢né
ucinné. Navic vétSinou neexistuje jasnd
bezpecnostni politika firem, a pokud exis-
tuje, nen{ dsledné prosazovdna. Sprav-
nou strategi{ zabezpeceni komunika¢nich
sitf by mél byt komplexn{ pfistup, kdy na
zabezpecen{ spolupracuji koncové stanice,
sitové sluzby, specializovand bezpecnostn{

zatizen{ a sondy a vyhodnocovaci bezpe¢-
nostn{ aplikace sledujici nestandardn{ pro-
cesy v celé komunikac¢n{ infrastruktufe.

B Miloslav Rut

Uroveii ochrany, byt se zlep$uje, stéle
piili§ Casto neodpovidd hodnoté informaci
a zdvislosti organizace na IT. Jako nejpro-
blemati¢téjsi vidim tfi oblasti: bezpec-
nost na drovni aplika¢niho software,
udrzovani bezpecnostnich opatfeni na
potfebné urovné bezpecnosti a stdle také
havarijni pldnovéni (zajiStén{ kontinuity
provozu).

W Vitézslav Sidlo

zahrnuje také objektovou a fyzickou bez-
pecnost a bezpecnost persondlni. V SirSich
souvislostech sem patfi téZ zajiStovan{
kontinuity provozu, feSeni krizovych situ-
acf a prevence pfed Skodami a ztrdtami
vSeho druhu. Celd tato problematika tvof{
jednu &ést systému Fizenf rizik; mezi dal-
$imi jsou rizika finan¢ni, prdvn{, marketin-
govd. Problémovou oblasti bezpecnosti je
nyn{ zajisténi bezpecnosti na vnitfni
siti (f{zeni pffstupovych prdv, persondlni
bezpe¢nost, provéfovini zaméstnanct,
vynucovén{ postupl a procedur) a oblast
implementace Intrusion Detection Systé-
m, Intrusion Prevention Systémd, ochra-
na spole¢nosti i jejich zédkaznik@i proti

H_

Problém se jevi podobné v CR i jinde:
organizace se soustfed{ na ochranu peri-
metru, ale velkd rizika pfindsi Spatné ¢i
Zadné zabezpeceni vnitfnich siti, kde
béz{ pro chod organizace klicové aplikace.
Pfitom byvéd jiZ pomérné cCasto citovdn
pomér 80 % Skod zplsobenych zevnitf
podnikové sité oproti 20 % zvendi...

B Ludék Hrdina

Ochrana pocitacovych siti je pouze
jednou césti informacéni bezpecnosti,
kterd zahrnuje ochranu informaci na
vSech typech nosic¢i, ochranu du$evniho
vlastnictvi a dal${ oblasti. Ani ochrana
informac{ nen{ izolovand. Je soucdsti
uceleného systému bezpecnosti, ktery

spamu, spyware a adware. Daldi velké
nedostatky jsou v systematickém hodno-
ceni hrozeb a pldnovdni bezpecnostnich
opatfen{ a v systematickém feSenf bezpec-
nostnich incidentd.
B Vaclav Kadefabek

Uroveii ochrany sitf se 1i§f podle veli-
kosti dané organizace. Zatimco malé firmy
Casto chrdnf pouze perimetr své sité, velké
organizace zajiStuji bezpecnost i uvnitf.
Navic naptiklad nasazuji systémy pro
detekci/prevenci naruSeni, které doka-
zou odhalit utoky na aplikace a systémy
a napomdhaji tak dosdhnout vétsi drovné
ochrany.

H Pavel Pokorny



B Vénuje Cesky stat pocitacové kri-
minalité dostateCnou pozornost?
Jak rozdilna je situace ve vyspé-
lych zemich EU a nebo G8?

Pocitacovd kriminalita a jeji klasifikace

problémy jejtho uplatnéni pfi kvalifikaci
trestné ¢innosti v praxi. Kromé problému
s definici pocitacové kriminality se poli-
cie pfi vySetfovan{ potykd s nedostatkem
dtikaznich materidld. Zéznamy informa-
cf na nosicich 1ze obvykle ziskat, ale zdz-
namy o datovych pfenosech jsou jiz vét-
${m offSkem a bez pomoci znalcl se poli-
cie neobejde. To samozfejmé prodrazuje
a zejména prodluzuje vySetfovani a posky-
tuje pachateli ¢as ke znicen{ dalSich diika-
z. Stanoveni vySe §kody je v pifpadé
pocitacové kriminality také nesnadné.
»Kilobity“ se nepocitaji tak snadno jako
svazek stokorun ve slamniku. Dal$im pro-
blémem je identifikace mista spachédni
trestného ¢inu zejména diky masovému
vyuzivdn{ internetu, pfendSeni velkého
mnozstvi informaci mezi jednotlivymi
zemémi a vzdjemnym propojenim infor-
macnich databdzi. V Ceské republice jsou
navic tyto problémy zndsobeny nedostat-
kem Kkvalitnich odborniki, nedosta-
te¢nym vybavenim a nutnost{ novelizo-
vat trestni fad i dals{ prdvn{ normy, které
nékteré formy pocitacové kriminality stéle
nepostihujf. Situace v ostatnich zemich
nen{ o mnoho lep$i. Nen{ to omluva, ale je
to fakt. Ceské republika skute¢né svoji
pozici v potirdn{ pocitacové kriminality
postupné zlepSuje. Zejména v oblasti Site-
ni détské pornografie, poruSovdni autor-
skych prdv a krddeZe dat. Mimo jiné se
v loniském roce pfipojila k mezindrodn{
umluvé o pocitacové kriminalité - Con-
vention on Cybercrime, kterd sjednocu-
je postup statd v boji proti této formé
trestné cinnosti a zjednoduSuje sdilen{
informac{ mezi jednotlivymi zemémi.

B Vaclav Kaderabek

V oblasti ICT obecné je velmi obt{Zné
krimindln{ Ciny odhalit, jeSté obtiZnéjsi je
najit pachatele a zajistit dostatek diikazl
a vibec nen{ snadné dovést soudni fizen{
do Uspésného konce. Dikazem toho, Ze
se touto problematikou zminéné zemé
zabyvaji, je nékolik Gspésné dokoncenych
pfipad. Jsou to vSak spiSe ojedinélé
vyjimky a jsou hodné medializované.
V kazdé zemi existuje oddéleni pocitacové
kriminality v rdmci ministerstva vnitra.
Jednim z nejlepsich pravdépodobné dispo-
nuje FBI. Jak kvalitni je toto oddéleni v CR
by moznd mohl ici jeho byvaly $éf pan Jif{
Dastych. Osobné se domnivdm, Ze médme
hodné co dohdnét.

W Jifi Mrnustik

Cesky stat vénuje pocitadové krimina-
lit¢ srovnatelnou pozornost jakou
Ceska firma bezpecnosti. Lze viak

pocitat s tim, Ze s rostoucim tlakem na
tuto problematiku at uZ z okolnich zem{
EU, nebo zevnitf, se bude tato udrovern
zvysovat.

B Jan Rosenmayer

Dnes se u nds zaméfuje pozornost hlav-
né na nelegdlnf $ifenf softwaru. Pocitaco-
vd kriminalita je ovSem mnohem $irsi.
Utoénici pronikaji do informaénich systé-
mt, zcizuji data, napadaji poskytované
elektronické sluzby, vytvéfeji nové typy
virG. Specializované zakony zatim
u nés neexistuji, vétSinou se pouZivajl
standardni paragrafy trestnfho zdkona,
napiiklad paragrafy 149, 247 a 257 (neka-
14 soutéz, krddeZ, poSkozovdni cizi véci).
V tomto sméru jsou zemé EU nebo G8
déle. Doufejme, Ze naSe ¢lenstvi v EU pfi-
bliZ{ naSi legislativu vyspélym zemim
i v této oblasti a Ze zajistime dostatek
prostfedkd (persondlnich i technickych),
abychom dokdzali tuto legislavu uvést
do Zivota, a tim vytvofime lepsi legislativ-
ni prostfedi pro ochranu komunika¢nich
infrastruktur i celych informacnich
systémd.

B Miloslav Rut

Neskodila by vétsi erudice a odhod-
lani organt ¢innych v trestnim fizeni.
Nicméné existuji zde i plné kvalifikované
tymy, které svym nadSenim a uspéchy
budou snad dostate¢nou motivaci pro
ostatni. Domnivém se, Ze situace v CR se
pfili§ nelisi od vyspélych stdtd svéta.
V nékterych z nich, zejména v USA
a Velké Britdnii, jsou jen procesy s pocita-
¢ovymi uto¢niky podstatné vic medializo-
vény, nez je tomu u nds. Nejspi$ tu ptsobi
i obava z odhalen{ identity obéti Gtokd.
Jako by se uzndvalo, Ze méné zabezpece-
né firmy si napaden{ hackerem prosté
zaslouZily. To je vSak naprosto iraciondlni
piistup.

B Tomas Rosa

Rekl bych, Ze odpovidé drovni poéitaco-
vé kriminality v naSich zemich. Problé-
mem vSak urcité zlistdvd urcen{ standardu
bezpecnosti, legislativni rdmec a obecné
nizké bezpecnostni povédomi.

m Vladimir Broz

Domnivdm se, Ze stupefl pozornosti
odpovida podilu po¢itac¢ové kriminality na
celkovém poctu trestnych ¢ind.

B Bohumil Pechr

Potla¢ovdni pocitacové kriminality je
problémem kdekoli na svété. V polednich
letech se zdjem Ceského stdtu o tuto oblast
vyrazné zvysil, ale mdm pocit, Ze zatim
neodpovida stavu vyspélych zemi EU.
Na d¢inny boj s timto druhem kriminality
musite mit §pi¢kové odborniky
v daném oboru, ktefi musi disponovat
dostatkem kvalitnich technickych

prostfedkd. A samozfejmé nelze opome-
nout legislativu, kterd musi s rychlym
vyvojem v této oblasti drZet krok, coZ se
ne vzdy daff.

B Filip Navratil

Problém neni v chybéjici legislativé.
VétSina standardnich ¢innosti hackerd
nebo spammert je v CR trestnd. Zajimava
by byla diskuse na téma vymahani
zakonnych ustanoveni. Ta je v CR niZi
nez v fadé jinych zemi. Ostatné to plati
i pro jiné oblasti trestné cinnosti. Jako
dal$i rozdil bych zminil jistou ,stydli-
vost“ Ceskych statnich instituci pfi
jednani s bezpecnostnimi IT firmami.
Jako by se stdle obdvaly néjakych zdvazkd
i ve vécech, které jsou v zahranici zcela
bézné (kupiikladu participace na vyuziva-
n{ systému vcasného varovan{ pfed hroz-
bami v internetu, které komercni sféra
ddvno vytvofila a celosvétové je jednak
vyuzivd, jednak nabizi tfetim subjektlim).
Spole¢nym cilem pfece musi byt prostor
pro pocitaovou kriminalitu zuZovat.

H Radek Smolik

V oblasti pocitacové kriminality je prv-
né nejlépe podchycen zfejmé Autor-
sky zakon (zdkon o prdvu autorském,
0 prdvech souvisejicich s prévem autor-
skym). S timto druhem kriminality se
potykaj 1 vyspélé staty EU. V CR se tento
druh podcitacové kriminality té$f velké
oblibé, aviak je jisté pozitivnim faktem, Ze
podle studie IDG z minulého roku podil
nelegélniho softwaru pouZzivaného v CR
klesd. Podle této zprdvy a z odhadl soft-
warovych firem patfi CR mezi dvacet
zem{ s nejniz§im mnoZstvim nelegdlné
pouzivanych pocitaovych programd.
Dokonce jsme v této oblasti na tom lépe
neZ napiiklad Francie.

H Pavel Pokorny

Internet nemd hranice a nebezpedi je
prakticky vSude stejné. Z divodd rozsire-
ni, poctu i vyuZivan{ vypocetni techniky,
je pocet incidentG asi nejvétsi v G8.
Z toho vyplyvaji rozdily pfedevsim v oblas-
ti legislativy. Nicméné legislativa konkrét-
nfho stdtu nebo na pifklad v rédmci EU
toho moc nevyfe$i. Pfikladem mtzZe byt
spam. V mnoha zemich, v¢etné CR, je
jeho Sifeni trestné. Vysledkem je, Ze spam
je Siten ze zemi, kde je to nepostiZitelné.
Bez néjaké globdlni dohody vSech stdtt
(a ta je v dohledné dobé velice nepravdé-
podobnd) je prdvni regulace internetu
prakticky nemoznd. Nezbyvd neZ se v této
chvili spoléhat spiSe na technologie
nezZ na legislativu.

B Petr Lasek




Security & Safety

in computer networks

and computer criminality

Nowadays, the issue of security & safety is with development of information
society and electronic communications in all sectors of industry and economy
at the national and global level is getting higher and higher on the agenda. What
the leading Czech experts think about security and safety in computer networks
was inquired by the magazine T&P by means of an opinion poll.

B What does the danger of today’s
attacks on corporate computer
networks consist in?

The main danger consists first of all in the
fact that today’s attacks are led with the aim
of achieving an economic benefit. Where-
as in the past we coped especially with
attempts of amateurs, today we are more and
more often facing attacks from the part of
professionals.

W Jifi Mrnustik

The danger of attacks remains the same:
the company is deprived of information,
money or is discredited. The same danger
threatened to firms a hundred years ago as
well. This is only the form of attacks what is
different!*

W Jan Rosenmayer

Not only that the attacker benefit greatly
from acquisition or change of information,
but a part of the saved information that may
be damaged by the attack is otherwise una-
vailable or available only with difficulty.

W Vitézslav Sidlo

In an attack led not only on internal data
of the company, but also on the informa-
tion about partners, suppliers and espe-
cially customers. Consequences may be
critical: customers’s complaints demanding
compensation, loss of a part of the customers
resulting in a loss in revenues, persecution
from the part of supervisory or regulatory
bodies, especially as far as the information
protected by special legal regulations is con-
cerned, in extreme cases also criminal perse-
cution of the persons in charge, arbitrations
and disputes with partners demanding com-
pensation for the incurred damage and loss of
profit, negative media coverage, which may
lead to decrease in credibility in products and
services provided by the company, to decrea-
se in trust in the company as such and even
also to evocation of longterm distrust in

a whole industrial sector or sphere of business
and “spoilage” of the market. The highest risk
however consists in the fact that the attack
will not be detected at all and the modifi-
ed data will continue to the presented as
valid, regular leakage of information will be
enabled or the properties in the affected net-
work will serve for performance of further
attacks on other entities.

W Vaclav Kadefabek

[t may take on the form of a virus attack or
a web server collapse or a data leakage over
WiHi etc. In the beginning is usually the fee-
ling that “there is no imminent danger
any more”. Every protection gets however
antiquated — there is always something to
learn and improve. The main risk is there-
fore the negligence.

B Tomas Rosa

Completeness of the very applications
or systems and their set-up. Reliance on sta-
tements of the manufacturer or automa-
tic set-up of the application. Insufficient
knowledge of the issue of security among
the persons in charge.

W Petr Rizicka

Owing to a relatively strong dependency of
organisations on IT, [ regard as the most dan-
gerous the fact that pure spread of the harm-
ful code (i.e. not through a targeted, active
attack) may cause intervention in or inter-
ruption of operation, often with adverse
impact on the sources critical for the bu-
siness.

B Ludék Hrdina

Gravity level 1
— data loss (theft and destruction)

Gravity level 2
— decrease in credibility

Gravity level 3
— temporary unavailability of services

B Bohumil Pechr

Corporate networks usually have an inter-
net gate, which is usually, due to easy global
accessibility, the main place of the attack.
In addition, distinctly defined borders of net-
works are fading away and every access point
into the network is then another potential
place from where the attack can be led. There
are always new and new flaws of security
in end devices, applications and infrast-
ructure appearing all the time. The period
between appearance of a flaw and misuse of
such flaw is distinctly shortening. More
and more sophisticated means of attack and
higher and higher performance of networks
are causing spread of the attacks in the net-
work at the speed of lightning.

B Miloslav Rut

The main problem consists in the fact that
attackers intrude into the systems on the
assumption that no security patches will
be implemented in them. They are mostly
right about it. Even if the administrators are
informed about the flaws and about the res-
pective patches in time, it takes days to carry
out tests before the patches can be imple-
mented in “live” operating systems. This is
because many security patches result in outa-
ges of operating systems and critical applicati-
ons running on them. The system administ-
rators and users are trapped in the dilemma
- either to endanger themselves with an insuf-
ficiently tested patch or to expose themselves
to an attack from outside due to a missing
patch. This is another evidence of the fact
that the security requires a complex approach
and that the infrastructure suffering from bad
management cannot be well secured either.

B Radek Smolik

The vast majority of today’s attacks is fo-
cused on the well-known flaws of systems
and services. Such attacks are mostly targeted
at misuse of the discredited system for
another attack or to make the particular
system inaccessible, which may harm the
organisation outwards or to cause financial
losses to it.

W Pavel Pokorny

[ think that the main danger of to-
day’s attacks consists in the fact that these are
mostly combined attacks on multiple flaws.
One single flaw is then enough for such



harmful code to break the network pro-
tection.

W Filip Navratil

Most of today’s attacks combine multiple
methods (viruses, DoS attacks,...), they are
not targeted, victims are random, they
keep developing and improving. Effectiveness
of the protection requires its completeness,
in other words — it is necessary to combine
multiple solutions, which must be subsequ-
ently kept updated.

W Petr Lasek

Today’s attacks apply the multivectoral
approach. In the course of time, threats will
be combined with spam and phishing. The
phishing methods are expected to be applied
even more frequently in 2005 also due to the
users’ insufficient awareness of this danger.

W Vladimir Broz

B Which level of protection do the
state and corporate computer net-
works have in the Czech Republic?
What is the most problematic?

The theory says that a hundred percent
safety cannot be achieved. The level of com-
puter networks protection is the Czech
Republic has an upwards trend, but there is
always room for improvement. Although
firms are nowadays aware of the needs of
external security, we still witness insufficient
protection against attacks from inside and
deficiencies in human approach, sometimes
also in negligence from the part of the mana-
gement (training of work force, solution
sought only after occurrence of an incident,
absence of planning, analysis, prevention
etc.).

W Jifi Mrnustik

Networks intended for secret information
in the Czech Republic is nearly beyond repro-
ach. The same is true for firms that are fully
aware of their dependency on IT. Worse situ-
ation is in state networks intended for the
information that are not secret and in the
firms sticking to the credo “what matters is
that it works and does not cost much”.
A high-risk group is also home internet users.
But let us take into account also the adequa-
cy of the protection in relation to the real risk.

B Tomas Rosa

The level of the network protection both in
private and in state sector is undoubtedly
rising. The private sector is always one step
ahead and is able to respond more quickly to
new threats, which is especially due to limi-
ted investment possibilities of state orga-
nisations. And as far as human resources are
concerned, most experts, enticed by private
firms with more attractive offers, are leaving
public sector. But the trend is positive here.

W Filip Navratil

The current level of the computer security in
the Czech Republic corresponds to the risk
level attributed to it by particular organisa-
tions. This means that it varies a lot. It could
be said that it corresponds to the Europe-
an average. In addition, it is often solved
unsystematically. Many partial solutions are
applied, which do not communicate with
each other. This limits the evaluation of the
adopted measures and expended funds.

W Vladimir Broz

An averaged Czech “network” is relatively
well equipped with technologies. It contains
antivirus devices, firewalls, IDS, etc. Proble-
matic are however the processes hidden
behind such technologies. Does anybody res-
pond to the outputs from IDS ?? Has anybo-
dy time for attack analyses?? A problem is
also the gap between the security mana-
gement and reality.

W Jan Rosenmayer

I regard the level as averaged. There are
security politics of corporations. Systems of
conveyance of classified information are being
solved. A certain weakness is the diversity
of adopted solutions, which is going to be
solved by the implementing regulations to the
amended Act No. 365/200101 Col.

M Bohumil Pechr

It depends on the particular firm or
state authority. There are places with a very
high level of security, which is mostly deter-
mined by the skills and experience of the
persons in charge. Unfortunately, there is
a majority of the other part of the spectrum,
where the security is in general on a very low
level (e.g. the portal.gov.cz has recently expe-
rienced several very serious deficiencies).

B Petr Rizicka

In general, the general awareness in terms
of the security is growing. This is true both for
corporate and for the public sector. It is no use
seeking any “distinct” dividing line between
them. Both parties somewhat neglect
investments in their core — in their work-
force. The most problematic is the field of
security of mobile devices (mainly the note-
books, the number of which is rising sharply
as for both types of customers). They are
becoming the most frequent source of attack
on their own network and at the same time
they contain the most valuable and updated
information saved in them.

B Radek Smolik

In most cases very good, but we lack
a complex approach very often. The approach
“we have a firewall and antivirus on
workstations, nothing can happen to us”
still prevails. Not always the organisations are
aware of the fact that the security is a “pro-
cess”, not only a purchase of a box.

W Petr Lasek

Ochrante svoji
e-mailovou komunikaci
pied viry a spamem!

TrustPort®

The Ultimate Security Solution

Gateway Antispam
Gateway Antlvirus
Server Antivirus

Firewall
TrustPort® Phoenls Rebel Semvers obeang:
HpmpikEnl amdu na¥Ta[l pra echran whovaho

pactiect organzace. Blifcyym prdoem fedeni =

TnmtPre® Sabssay drdignam, ey peedetmage

Sk . i i : .
kgt asfnojurdany K how c3T EpAMa [FiMa ra
rowmi irmerretoes Srane Spab 5 ardvrosm plugeds

madulerr TrustPart®™ Gatewsy Arihius neo |

o saieEnEm aafsEka

akfronicke oSy, Log k

B mFceE piaasne Doy O NAar = T e

KOMPLEXN| ZABEZPECENI
IT OD IEDINEHD
DODAVATELE !

AEC

DATA SECURITY
COMPANY

AR wnal ae &



Almost all networks in the Czech Repub-
lic are secured in a traditional reactive way,
i.e. the security is not solved in its enti-
rety and is limited only to traditional means
such as firewalls and antivirus protection.
At present, such measures are not efficient
enough. Moreover, there is mostly no clearly
defined corporate security politics and if it
does exist, it is not sufficiently enforced. The
correct strategy of communication networks
security should consist in a complex appro-
ach, with the security ensured by coopera-
tion of end stations, networks services,
specialised security devices and probes and
security assessment application monitoring
non-standard processes in the whole com-
munication infrastructure.

B Miloslav Rut

The protection level, although permanent-
ly developing, still too often fails to corres-
pond to the value of information and depen-
dence of the organisation on IT. I regard the
following three spheres as the most proble-
matic: security at the level of application
software, maintenance of security measu-
res at the necessary security level and still
also the emergency planning (to ensure
continuity of operation)

B Vitézslav Sidlo

The problem has the same nature in the
Czech Republic and elsewhere: an organisa-
tion is concentrated on protection of the peri-
metet, but high danger comes from bad or
no security of internal networks, where
the applications crucial for the business ope-
ration run. At the same time, the proportion
of the 80% attributed to the damage caused
from inside of the corporate network to the
20 % attributed to the damage caused from
outside is mentioned relatively often...

B Ludék Hrdina

Protection of computer networks is
only one part of the information security,
which includes protection of information on
all types of carriers, intellectual property pro-
tection and other spheres. Neither the infor-
mation protection is separated. It is a compo-
nent of a complex security system, which a.o.
includes the object and physical security and
personal security. In wider context, it also inc-
ludes provision of continuity of operation,
solution of emergency situations and preven-
tion from damage and losses of all kind. This
issue in its entirety forms one part of the risk
management system; a.o. there are financial,
legal, marketing risks. A problematic area
of the security is nowadays the provision of
internal networks security (management
of access rights, personal security, checks of
the staff, enforcement of the rules) and the
area of implementation of Intrusion Detection
Systems, Intrusion Prevention Systems, cor-
porate and customer protection against spam,
spyware and adware. Other big deficiencies
there are in systematic assessment of threats

and security measures planning and in syste-
matic solution of security incidents.

B Vaclav Kadefabek

The networks protection level differs
depending on the size of the particular orga-
nisation. Whereas small businesses often pro-
tect only the perimeter of their network, big
corporations ensure security also inside. In
addition, they for example apply the systems
for detection/prevention of intrusion,
which are able of detecting attacks on appli-
cations and systems, helping thus achieve
a higher protection level.

H Pavel Pokorny

B Does the Czech state pay enough
attention to computer criminality?
How different the situation is in
developed countries of EU or G8?

Computer criminality and its classification
are very difficult to define, which brings
about problems in qualifying the criminal acti-
vity in practice. Besides the problem of com-
puter criminality defining, the police strug-
gle with lack of proofs at investigation.
Records about information on carriers can
usually be obtained, but records about data
transmissions are already a harder nut to
crack and the police can’t do without help of
experts. This makes of course the investigati-
on more expensive and prolonged and provi-
des the perpetrator the time for destruction of
other proofs. Determination of the
amount of damage is in case of computer
criminality complicated as well. “Kilobits”
cannot be counted like a bunch of banknotes
in palliasse. Another problem is identificati-
on of the place where the crime was
committed, especially due to massive use of
internet, transmission of high quantities of
information between particular countries and
mutual interconnection of information data-
bases. In the Czech Republic, such problems
are moreover multiplied by the lack of high-
ly skilled professionals, insufficient equ-
ipment and the necessity of amending
the Criminal Code and other legal regulati-
ons, which still do not cover some forms of
computer criminality. The situation in other
countries is not much better. This is not an
apology, but a fact. The Czech Republic is gra-
dually improving its position in suppressing
computer criminality, especially in the field of
distribution of child pornography, copyright
infringement and data thefts. A.o. last year it
acceded to the international treaty on com-
puter criminality — Convention on Cyberc-
rime, which unifies the procedures applied
by states in the fight against this form of cri-
minal activity and simplifies the information
sharing among particular countties.

B Vaclav Kadefabek

In the ICT field, it is in general very diffi-
cult to uncover crimes, even more difficult is
then to find the perpetrator and to collect

enough proofs and absolutely difficult is to
bring the judicial proceedings to a successful
end. There are several successfully solved
cases evidencing that the mentioned count-
ries are tackling this problem. These are
however rather isolated exceptions and they
enjoy high medialisation. In every country
there is a computer criminality department
within the framework of the interior ministry.
One of the best is probably that of the FBI.
The question of how good such department is
in the Czech Republic, might be perhaps
replied by its former chief Mr. Jiff Dastych.
[ personally think that we must try hard to
catch up.

W Jifi Mrnustik

The Czech state pays to computer crimina-
lity an attention comparable to that paid
by a Czech firm to security. But it can be
expected that with the rising pressure on this
issue, whether from the part of neighbouring
EU countries or from inside, this level will be
enhanced.

B Jan Rosenmayer

Nowadays, we are focused mainly to illegal
distribution of software. Computer crimina-
lity is however much wider. Attackers intrude
into information systems, steal data, attack
the provided electronic services, create new
types of viruses. Specialised laws are still
missing in our country, it is mostly the
standard paragraphs of the Criminal Code
that are applied, for example §§ 149, 247
and 257 (unfair competition, theft, damage to
property of others) In this regard, the countri-
es of the EU or G8 are much more ahead.
Let’s hope that our membership in the EU
will approximate our legislation to the advan-
ced countries also in this field and that
we will raise enough funds (both personal
and technical) to bring such legislation to life
and to create in this way a better legislative
environment for protection of communica-
tion infrastructures and whole information
systems.

W Miloslav Rut

More erudition and determination on
the part of the law enforcement agencies
would not do any harm. Nevertheless,
there are also fully qualified teams, the ent-
husiasm and successes of which might be
a sufficient motivation for the others. I belie-
ve that the situation in the Czech Republic is
not much different from that of the developed
countries. In some of them, especially in the
U.S.A. and Great Britain, proceedings with
computer attackers are much more media-
lised than in our country. Perhaps it is also the
fear of revelation of the attack victim identifi-
cation what is at stake. As if it is generally
recognized that it simply serves the less secu-
red firms right when they are attacked by
a hacker. This is however a totally irrational
approach.

B Tomas Rosa



[ would say that it corresponds to the level
of computer criminality in our countties.
There is however still the problem of deter-
mination of the security standard, the legisla-
tive framework and the low level of the
general security awareness.

B Vladimir Broz

[ believe that the degree of attention
corresponds to the proportion of computer
criminality in the total number of the crimes.

B Bohumil Pechr

Suppression of computer criminality is
a problem worldwide. In recent years, the
Czech state has shown a significantly higher
interest in this field, but I feel that it still does
not correspond to the situation in the
developed countries of the EU. Effective
fight with such type of criminality requires
top professionals in the respective branch,
who must have enough high-quality technical
means available. And of course the legislati-
on cannot be omitted, it must keep pace
with the fast development in this field, which
is not always managed.

W Filip Navratil

The problem does not consist in the
missing legislation. Most of the standard acti-
vities of hackers or spammers are regarded
criminal in the Czech Republic. Interesting
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would be to discuss on the topic of legal
provisions enforcement. The level of the
enforcement is in the Czech Republic lower
than in many other countries. By the way, the
same is true for other fields of criminal activi-
ty. As another difference could be mentioned
a certain “shyness” of the Czech state
authorities in dealing with IP security
firms. It seems like they are afraid of any obli-
gations also in the matters that are quite usual
in abroad (for example the participation in
using the system of in-time warning about
threats in internet, which the commercial
sector has created already a long time ago
and has been both using them worldwide
and offering to third parties). The common
aim should be to carry on closing the gap
for the computer criminality.

B Radek Smolik

In the field of computer criminality, the
legally best coverage seems to be enjoy-
ed by the Copyright Act (the Act on copy-
right and on the rights associated with the
copyright). Developed countries are strug:
gling with this type of criminality, too. In the
Czech Republic , this type of computer crimi-
nality enjoys much popularity, but it is surely
a very positive fact that according to the last
year’s IDG study the proportion of illegal soft-
ware in use in the Czech Republic is decli-
ning. According to this study and estimates

McAfee makes IT fSEERE for you.

performed by software firms, the Czech
Republic belongs among twenty countries
with the lowest number of illegally used
computer programs. In this regard the situa-
tion in our country is even better than e.g.
in France.

B Pavel Pokorny

Internet has no borders and the danger
is practically everywhere the same. Due to
spread, quantity and use of computer techno-
logies, the number of incidents seems to be
the highest in the G8. This results in the dif-
ferences first of all in the field of legislation.
Nevertheless, the legislation of a particular
state or for example within the framework of
the EU is not of much help. Let’s take for
example the spam. In many countries, inclu-
ding the Czech Republic, proliferation of the
spam is a criminal activity. The result is that
the spam is spread from the countries where
this activity is not persecuted. Without any
global agreement of all countries (which is
very improbable in the foreseeable future),
the legal regulation of internet is actually
impossible. So at the moment we have
no other choice than to rely rather on tech-
nologies than on legislation.

W Petr Lasek

) McAfee




0 svetovém trhu IP
i lokalni strategii globalniho hrace

ST&P hovoril

, 0 ceském

i globalnim ICT trhu, IP telefonii a o rozvoji lokalni pobocky jedné z nejvétsich

globalnich telekomunikacnich spolecnosti.

Pilite Cisco v CR jako u kazdého
malého a stredniho podniku

B Stél jste u zrodu ceské pobocky
spolecnosti Cisco Systems. Na
jakych zékladech jste ji budoval?
U globdln{ spole¢nosti, jako je Cisco,

jsou vzdy klicové dva hlavni pilife, a to

jsou jednak produkty a druhy pilif pak
tvoff lidé. O kvalité a technologické a ino-
vacni Grovni naSich produktt urcité nikdo
nepochybuje, proto jsem pfi rozvoji nade-
ho zastoupeni v CR mél vyrazné jedno-
dussi pozici. Diky kvalitnim produktdm

a zdzemi, tvofeném hlavné velmi rozvinu-

tym a troufdm si tvrdit jednim z nejlepSich

celofiremnich ,e-Business“ systémd, se
ndm podafilo zfskat velmi kvalitni a mo-
tivované spolupracovniky. Svou roli snad
sehrdlo i to, Ze jsem se vzdy snazil
na jednu stranu pfendSet odpovédnost
na kolegy, to znamend spoléhat se plné
na né. Na druhou stranu vSichni vzdy
védeli a védi, Ze pokud si nebudou jisti
v tom, co délaji, nebo nebudou chtit
v ur¢itém okamziku nabizenou odpovéd-
nost pfijmout, mohou se na mé obratit pro
radu ¢i doporuceni nebo dofeSeni dané
zalezitosti. TakZe pokud dva hlavni pilife
funguji, je pro dspésny rozvoj firmy dtle-
Zité jiz jen ziskdvat a udrZet spokojené
zdkazniky a obchodn{ partnery. Dosdhnout

spokojenosti zdkaznikd je velmi obt{Znd
a odpovédnd Cinnost, nicméné jsem pte-
svédcen, Ze se ndm i tento cil daff plnit,
o ¢emz urcité svéd¢i skutecnost, ze jsme
od roku 1997 nd$ obrat zdesetindsobili,
neztratili Zddného kli¢ového zdkaznika
a pfesvédcili vSechny vyznamné integra-
tory v oblasti ICT ke spoluprdci s nasi
spole¢nosti.

Dopliujici otdzka

B Pii budovéni firmy se vZdy v urcité
fazi objevi néjaké problémy. Jaké
to byly v pfipadé Cisco Systems

a jak se vam je podafilo (nebo dafi)

prekonévat?

Asi nejvétsi pfekdzkou pro nds byla
lokdlni ekonomickd krize v obdobi rokd
1999 a 2000, kdy se ndm nezdafilo udr-
nutnost urcitych kompromistt pfi budo-
véni a organizaovdn{ naSeho obchodné-
technického tymu. V okamZiku nastarto-
van{ nasi ekonomiky pak doSlo k celosvé-
tové krizi znamenajic{ dplné zmrazen{
investic do lidskych zdrojd, takZe teprve
od lotiského roku midZeme opét plné roz-
vijet naSe zastoupen{ v ndvaznosti na nové
obchodni pfileZitosti a nové skupiny
zdkaznik bez nutnosti hleddni kompro-
mist. VSe ostatni bych povaZoval za béZné
drobné kolize, se kterymi jsme se vzdy
pomérné snadno vypofddali. Samozfejmé
doslo v prbéhu osmi let i k odchodu
mnoha zaméstnancd, ale to je standardni
stav ,Gnavy materidlu®, ktery se po urcité
dobé vyskytne v kazdé organizaci.

B Vnimdte néjaké zasadnéjsi rozdily

mezi firmami s americkou tradici

a evropskymi spolecnostmi?

J& bych to dnes jiZ rozdélil do ti{ skupin
- na americké firmy, evropské a asijské,
které jiz i na Ceském trhu nemiZeme
ighorovat. Rozdil mezi prvnimi dvéma
typy vidim hlavné ve strategii fungovéni
spole¢nosti. Americké firmy podfizujf ves-
kerd rozhodnut{ zisku. Jen vyjime¢né jdou
do projektd, které neslibuji okamZity pro-
fit. Princip, kdy je hodnota firem odvoze-
na od hodnoty jejich akcif na kapitdlovém
trhu, ani neumoZiuje jiny pfistup. Na-
opak evropské podniky casto subvencuji
ztradtové projekty v ocekdvdni, Ze jim
v budoucnu pfinesou zisky. Evropské spo-
le¢nosti maji navic, na rozdil od americ-
kych, i vyrazné vétsi podporu svych vldd.

zkuSenosti, pfedevSim v oblasti obchodn{
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etiky. Pomalu se uc¢ime, Ze nemdZeme
spoléhat na pravidla, na kterd jsme zvykli.
Véci jako kopirovani know-how jsou v této
oblasti zcela bézné, i zplsob, jakym
obchodujf - slibené technické a obchodn{
podminky nejsou bézné a bez vysvétlen{
dodrzovdny - to vSe jsou véci, proti nimz
se musime naudit bojovat. Evropské, ale
hlavné americké firmy musi pochopit, Ze
v asijskych firmdch proti nim nestoji
pfedvidatelny bojovnik.

B Jak se tyto rozdily odrdZeji v zé-
kaznickych vztazich?

Mdm dojem, Ze evropské firmy casto
nabizej{ projekty, které na prvni pohled
vypadajf ldkavé z hlediska ceny i techno-
logii. Teprve pfi implementaci se ukéze,
Ze ne vse je tak jednoduché, jak to vypa-
dalo na papife. Celkové nédklady jsou pak
Casto vyssi, nez se plvodné ocekédvalo.
Americké firmy se drz{ modelu okamzité
ziskovosti, a proto jsou i ve svych projek-
tech Casto transparentnéjsi. Je na zékazni-
cich, aby zvédzili, zda se jim na prvn{
pohled levnéjsi zakdzka vyplat{ i po pficte-
ni neocekdvanych vydajd a zpozdéné
implementaci. V pfipadé asijskych firem
teprve cas ukdze, zda jsou produkty
a feSen{ s extrémné nizkymi cenami sku-
te¢né vyhodné, protoZze pofizovaci cena
obvykle tvoii jen 30 % z celkové investice
spojené s zivotnim cyklem produktu nebo
feSenf. Znacnd uspora na pocédtku pak
paradoxné miZe zplsobit zna¢né prodra-
Zeni celkové investice.

B Rada zdkaznikd si skuteéné stéZuje
na to, Ze realita se od pfislibt
dodavateld, jejich pripadovych stu-
dii apod. podstatné lisi. Zda se, Ze
zejména v oblasti novych technolo-
gii se u uzivateld §ifi pesimismus
ze spoluprédce s dodavateli...
NejdileZitéjsi je nastavit sprdvnd oceka-
véni. Vysvétlit nejen pfinosy spoluprdce,
ale i mozn4 rizika. Pfitom odpovédnost za
spravnost oCekdvdn{ i vysledek projektu
leZi na obou strandch rovnym dilem.
Dodavatelé by neméli podlehnout krizim,
k nimZ nékdy v pribéhu vybérovych iize-
nf dochdzi, a neméli by slibovat néco, co
nelze splnit. Naopak zékaznici ¢asto na
zacdtku jedndn{ neuméj{ sprévné defino-
vat své potfeby. Nékdy také podlehnou
pocitu moci pfi cenovych jedndnich
a snazi se tlacit cenu dold. Neuvédomuji
si, Ze pokud projekt pfestane byt pro doda-
vatele profitabilni, zacne pfistupovat ke
kompromistm, hledd si jiné zdroje pro
zajistén{ zisku apod. To pak vede k frust-
raci na obou strandch.

B Jak hodnotite ceské ICT firmy
z hlediska naSeho i globalniho
trhu?

Ceské firmy maji nelehkou pozici,
zejména kvili velikosti ¢i spiSe malosti
startovaciho, t.j. ceského trhu. Je totiz
jasné, Ze spolecnost pfichédzejici s produk-
tem nebo sluzbou na trh s 200 miliony
moznych zdkaznikd, velice rychle ziska
dostatek prostfedkd k tomu, aby svou
firmu déle rozvijela. To je pfklad i ¢inské-
ho trhu - jakmile taméjsi firmy pfestanou
kopirovat produkty a investuji penize do
vlastntho vyvoje, pak si myslim, Ze brzy

vzniknou nové silné globdln{ spolecnosti.
Kromé velikosti startovactho trhu maji
Ceské firmy nevyhodu i ve vyraznych jazy-
kovych specifikdch. Chtéji-li tedy nésled-
né expandovat, napf. do EU nebo USA,
museji produkt dotvaret a ddle pfizplso-
bovat. Dal$im problémem jsou financni
zdroje, které kazdd expanze vyZaduje.
Nemadte-li dostatek vlastnich zdrojd, je

nejlevnéjsim zdrojem financnich prostfed-
k@ vstup na burzu. Cesky trh s cennymi
papiry bohuzel nefunguje a ostatni financ-
n{ zdroje jsou bud tézko dostupné nebo
drahé. To jsou tedy negativa.

Na druhou jsou ceské firmy obecné
velmi pruzné a ndklady na vyvoj, zejména
v oblasti software, jsou neporovnatelné
nizsi nez v EU nebo US. Proto pravé vét-
Sina firem, které dokdzaly expandovat,
vzeSla z produktl v oblasti softwaru.

BohuZel i jim ale vétSinou chybéji potfeb-
né financ¢ni zdroje k razantni expanzi.

B Pokud byste zaklddal firmu, na co
by se zaméfila?

Myslim si, Ze jedind oblast, kde se dé sku-
te¢né uspét, jsou sluzby a integrace, tedy
vytvareni pfidané hodnoty nad aplikacemi
a technologiemi, které jsou jiZ na trhu.



B Co znamenaji Ceské firmy pro
Cisco? Vnimadte je jako konkurenci
nebo mozZné partnery?

To je nutné rozdélit na dvé ¢4sti - pokud
jde o systémové integrdtory, jde o firmy,
bez nichZ bychom se vzhledem k naSemu
obchodnimu modelu neobesli. Velice si
téchto firem vdZzim a pokud srovndm
jejich znalosti s firmami evropskymi nebo
americkymi, jsou urcité na vyss{ stfedn{
nebo nejvyssi technické trovni. Druhou
skupinu tvof{ vyvojdfi, s nimiZ samozfej-
mé také spolupracujeme. Jejich rozvoj je
naprosto v naSem zdjmu, a to jak obecné,
tedy z dvodu, Ze vytvéfejl jakysi eko-
systém trhu ICT, tak i proto, Ze jsou Casto
naSimi partnery pfi vyvoji nadstavbovych
sluzeb a aplikaci k naSim technologiim.
Z 90 % se pfitom jednd o nadstavby nad IP
telefonif. A zde jsem velice spokojen
a mile pfekvapen, protoZe naSi aplika¢n{
partnefi jsou schopni velice rychle reago-
vat na poZadavky naSich zdkaznikd a pfi-
zplsobovat jim vlastn{ standardni feSeni
za zachovan{ vyhodnych cen i vysoké kva-
lity. Prévé diky nim v soucasné dobé
témét explodoval prodej IP telefonie, pro-
toZe zdkaznici v plné mife pochopili piile-
Zitost, kterou jim klasickd pobockova
Ustfedna nikdy neposkytne, t.j. diky IP
telefonii mohou implementovat zcela
nové sluzby ¢i vyrazné zménit fukéni
modely mnoha vnitropodnikovych proce-
st. A tak i kdyZ jsou pocdte¢n{ investice
do IP telefonie ponékud vy$si, neZz pfi
ndkupu pobockové ustfedny, z dlouhodo-
béjstho hlediska mé investice do IP telefo-
nie mnohondsobné vét${ ndvratnost.

Praktické souvislosti
IP telefonie

B [P telefonie se v nasledujicich fek-
néme 10 letech dostane i mezi
malé a stfedni firmy. Myslite si, Ze
tyto podniky budou nakupovat
vlastni feSeni, nebo pro né bude
perspektivnéjsi vyuZzit IP telefonii,
kterou budou nabizet operétofi
jako sluzbu?

Cesky trh je pro tzv. ,hosted“ nebo
»managed [P telephony* sluzbu specific-
ky. V zahranidf existuje, ¢i spiSe existoval
trh nejen prodeje pobockovych Ustfeden,
ale i jejich prondjmu ze strany tradi¢nich
hlasovych operdtori. Pfechod ke sluzbé
»managed [P telephony“ poskytované ope-
rdtorem tak je mnohem jednodu$si a je
vlastné pfirozenym vyvojem této v podsta-
té tradicni sluzby. U nds Zddny hlasovy
operdtor podobnou sluzbu ve velkém
méfftku nezavedl. Presto si myslim, Ze
oba koncepty, t.j. vlastni ndkup nebo pro-
ndjem [P telefonie resp. IP Ustfedny jako
sluzby, maji své misto. Pro velké spolec-
nosti, které vyzaduj{ specifické hlasové
feSenf s mnoha individudlné nastavovany-
mi funkcemi, je ndkup a vystavba vlastni-

ho IP Telephony feSeni sprdvny smeér.
Nicméné pro firmy, které nepotiebujf spe-
cifické feSeni, bude prondjem IP telefonie
logicky, levnéjsi a umozilujici pfistup
ke stdle novym vlastnostem a sluzZbdm.
Pokud jiz vyuzivaji sluzby datového pfipo-
jenf od hlasového operdtora, je jednodu-
ché koncové zatizen{ rozsifit o dalsi sluz-
bu, t.j. dovybavit koncové zafizen{ aplika-
cf [P Ustfedny a vybavit firmu [P telefony,
které se pfipojl na stejnou datovou infra-
strukturu jako pocitace. Nékup telefonn{
infrastruktury v podobé sluzby je pro malé
i stfedn{ podniky jednozna¢nou vyhodou,
protoZe piimd investice do ndkupu téchto
technologi{ nemd pro tyto spolec¢nosti
zadnou pfidanou hodnotu.

B O IP telefonii se hovofi dost Casto
v obecné roviné. MiZete uvést
néjaké konkrétni piiklady, kdy jeji
nasazeni firmdm pfineslo redlné
vysledky?

Jednim z piiklad@, ktery se odrdzi

i v soucasné televizn{ reklamé, je IP tele-

fonie a IP kontaktni centrum Ceské pojis-

tovny, kterd ji vyuzivd pro centralizaci
vyfizovani $kod. Diky tomu sniZila pocet
neptesné vyiizenych Skod a zvysila obec-
né efektivitu zédkaznického centra. Klienti
mohou byt v pf{padé potfeby pfipojeni

i na specialisty, ktef{ v okamziku pfijet{

hovoru obdrZi na své obrazovce pocitace

i pfesny stav rozpracovaného piipadu.

Druhou aplikaci je napffklad technickd

podpora spole¢nosti Olympus, kterd sidl{

v Praze a poskytuje podporu pro cely

evropsky region. V soucasné dobé vznika-

il po Evropé dal$i mista, v nichZ operdtofi

poskytuji sluzby zdkaznikdm ve své zemi

jejich jazykem. Distribuce kontaktnfho
centra do vice lokalit je pfirozenou vlast-
nost{ [P Telephony technologie. Tak nyn{

v Praze pusobi asi 40 agentl, po Evropé

jejich pocet postupné nardstd, v této chvi-

li je jich jiz vice nez 10. Pfitom veSkerd

fizen{ hovor( véetné statistiky a sledovan{

vytiZenosti a Uspé$nosti je spravovdno

Z Prahy.

Strategie globalniho hrace

B Pane fediteli, jakd je soucasnd
akvizicni politika Cisco Systems?
Dlouhodobou strategii je investovat do
vlastnfho vyzkumu a vyvoje naSich tech-
nologickych platforem. Investujeme vzdy
jen do oblasti, v nichZz m@Zeme byt na
trhu prvni nebo druzi. Kromé vlastniho
vyvoje realizujeme samoztejmé i akvizice,
a to v téch oblastech, které povaZujeme za
pro nds perspektivni, ale nejsme schopni
je dostatecné rychle sami obsdhnout.
Nakupujeme tedy hlavné soucdsti novych
technologif. Cisco Systems je pfitom
v oblasti akvizic povaZovdna za jednu

20 let jsme provedli pfes 80 akvizic, které

byly z velké vétSiny dspé$né. Viechny se
tykaly ziskdni know-how, jen jedind
zahrnovala i ,,nédkup“ zdkaznické zdklad-
ny na novém trhu. Jde vétSinou o malé
akvizice v fddu desitek ¢i stovek miliond
dolart a cilem je ziskat logickou ¢dst tech-
nologie, kterou integrujeme do naSeho
feSeni.

B Byly jiZ realizovany néjaké akvi-
zice v naSem regionu?

BohuZel ne. V soucasnosti mdm ale
jedno Zelizko v ohni - jde o firmu ptdsobi-
cf prévé v oblasti vyvoje softwarovych
néastaveb k nasim [P kontaktnim cetréim
a [P telefonii. VétSina akvizic byla realizo-
véna v USA, nékolik v Izraeli, v Evropé
pak Slo o ndkup optické Césti italské
Pirelli a o jednu akvizici ve Svédsku.
Prévé italsky projekt nebyl zcela Gspésny,
protoZe jsme narazili na problém mentdln{
synchronizace, kdy na sebe narazily dvé
zcela odli$né kultury, kultura italskd a kul-
tura Silicon Valley. Problémem byl i pfe-
sun vyvojovych laboratof{ do USA, proto
mnoho Kkli¢ovych zaméstnanct uptednost-
nilo pfechod do jiné spolecnosti pted
stéhovdnim do USA.

B A jaké jsou obecné vaSe plany

v CR?

Pred ptl rokem, na zacdtku naSeho
fiskdlnfho roku, jsme dokoncili tplné
oddéleni ceské a slovenské kanceldfe.
A uZ nyni{ mdm radost z toho, Ze se tato
akce zdafila a obé oddélené jednotky
pokracuji v meziro¢nim réstu pies 40 %.
Na Slovensku tak plisobi jiZ zcela samo-
statny tym se vSemi potfebnymi funkcemi
podporujicimi naSe aktivity na slovenském
trhu. Pokud jde o produkty, hlavn{ déraz
klademe na rdst prodeje IP telefonie, IP
kontaktnich center a feSeni pro bezpec-
nost informacnich systémd. Zde jsme
akcelerovali v poslednich 3 kvartdlech
ndrast na témér 100 % Jesté vétsiho ristu
dosahujeme v oblasti sit{ pro datové skla-
dy, nicméné absolutni velikost prodeje
v této oblasti jesté nenf dle mych pfedstav.
V soucasnosti navic pracujeme na pf{praveé
novych velkych projektd v oblasti komu-
nika¢nf infrastruktury pro vefejnou spré-
vu, zdravotnictvi nebo dopravu, které
spole¢né se zdvratnym rozvojem prodeje
Sirokopdsmovych pfipojeni znamenaji
velky potencidl i do budoucnosti. V nepo-
sledn{ fadé bych zminil i velmi slibné se
rozvijejici spolupraci s Ceskym Teleco-
mem, kdy spole¢né nejen vyvijime nové
sluzby zaloZené na pouZitf naSich produk-
td, ale i spole¢né pfipravujeme konkrétnf
projekty oslovujici jak velké, tak stfedn{
zdkazniky a pfipravujeme spole¢nd feseni
i pro zdkazniky stdtn{ sprdvy a mistn{
Samospravy.

|
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About global IP market
and local strategy of global player

T&P talked with

and global ICT market, IP telephony and development of the local subsidiary of one

, about the Czech

of the leading global telecommunication companies.

Pillars of Cisco in the Czech

Republic like as for any SME

B You were present at the birth of
the Czech subsidiary of the compa-
ny Cisco Systems. Which were the
foundations you built it on?

As for global companies like Cisco there
are always two main pillars that are cruci-
al, namely products and people. The qua-
lity and technological and innovation level
of our products cannot certainly be doub-
ted, which is why my position in estab-
lishing our representation in the Czech
Republic was significantly easier. Thanks
to high-quality products and backgrounds
consisting mainly of a highly developed
and I dare say one of the best “e-business”
systems within the whole group, we
managed to hire very good and highly
motivated staff. Beneficial was perhaps
also the fact that on the one hand I tried
to shift the responsibility to colleagues,
i.e. fully to rely on them. On the other
hand, all of them always knew and know

that if they are not sure about what they
are doing or if they do not want to assume
the offered responsibility at a particular
time, they can turn to me for advice or
recommendation or final solution of the
particular matter. So provided that both
the pillars work, then what is important
for successful development of the firm is
only to acquire customers and business
partners and keep them successful.
Making customers satisfied is a very diffi-
cult and responsible activity, nevertheless
I am convinced that we are successful in
fulfilling this task, which can be eviden-
ced by the fact that since 1997 our turn-
over has been increased by tenfold, we
have lost no key customer and convinced
all significant integrators in the field of
ICT to co-operate with our company.

Additional Question:

B In building the firm, there are
always some problems that crop
up at a particular stage. Which

were these for Cisco Systems and
how have you managed to overco-
me them?

Perhaps the biggest obstacle for us
seems to have been the local economic
crisis in the period of 1999 — 2000, when
we did not manage to keep the high speed
of growth, which caused the necessity of
certain compromises in building and orga-
nising our commercial and technical
team. Once our economy was triggered,
the global crisis occutred, meaning full
freeze on investments in human resout-
ces. Only since last year, we have been
capable again of developing our represen-
tation further to new business opportuni-
ties and new groups of customers without
the necessity of seeking compromises.
Everything else was, in my opinion, small
current collisions we were always able
to cope with relatively easily. Of course,
during the eight years also a lot of emplo-
yees left, but this is a standard state of
“fatigue”, which occurs in every organi-
sation after certain time.

B Do you perceive any essential
differences between firms with
American tradition and European
companies?

Nowadays, I would discern even three
groups — American, European and Asian
firms, which cannot be ignored any more
on the Czech market either. The differen-
ce between the former two types consists,
in my opinion, mainly in the strategy of
how a firm works. For American firms,
paramount for all decisions is the profit.
Only exceptionally they go for the projects
that do not promise any immediate profit.
The principle where the corporate value is
derived from the value of its shares on the
capital market makes any different appro-
ach actually impossible. On the contraty,
European enterprises often subsidise loss-
incurring projects, if they expect from
them a profit in the future. European com-
panies enjoy in addition, as compared with
those American, also a significantly stron-
ger support from the part of their govern-
ments. Asian region is coming with totally
new experience, first of all in the field of
business ethics. We are gradually learning
that we cannot rely on the rules we are
used to. The things like making copies of
know-how are in this area quite usual, as
well as the way of making business — pro-
mised technical and business conditions
are usually and without explanation not



met — all this are the things we must learn
to fight with. European, but mainly Ame-
rican firms must understand that Asian
firms do not represent any predictable
fighter any more.

B How are such differences reflected
in customer relations?

[ feel that European firms often offer
projects that at first sight look attractive
also in terms of price and technologies.
Only at the stage of implementation it
turns out that not everything is so simple
as it looked like on the paper. Total costs
are then often higher than it was original-
ly expected. American firms stick to the
model of immediate profitability, so they
are then often more transparent in their
projects. It is up to customers to consider
whether an assignment cheaper at first
sight is after addition of unexpected
expenses and delayed implementation
worth for them any more. As for Asian
firms it will turn out only in the course of
time whether products and solutions with
extremely low prices are actually advanta-
geous, because the purchase price usually
makes up only 30 % of the total invest-
ment associated with the lifetime of the
product or solution. A considerably high
underpayment at the beginning can
paradoxically result in high overpayment
for the investment as a whole.

B A lot of customers are really com-
plaining that the reality significant-
ly differs from the promises of the
suppliers, their case studies etc.
It seems that, especially in the
field of new technologies, pes-
simism about dealing with sup-
pliers is spreading among users...

What is most important in this regard is
to set the expectations properly. To expla-
in not only benefits of the deal, but also
potential risks. At the same time, the res-
ponsibility for correctness of the expecta-
tions and the result of the project is shared
by both parties equally. Suppliers should
not panic during the crises that sometimes
appear during tenders, and should not
promise anything that cannot be fulfilled.
On the contrary, customers are often at
the beginning of the negotiation unable of
defining their needs properly. Sometimes
they are also overwhelmed by the feeling
of power at price negotiation and try to
push the price down. They are not aware
of the fact that if the project is no more
profitable for the suppliet, then the suppli-
er starts making compromises, seeking
alternative sources to keep the profit any-
way etc. The result is then a disappoint-
ment on both parts.

B How do you assess Czech ICT
firms in terms of our and global
market?

Czech firms have an uneasy position,
especially due to the small size of the
starting, i.e. Czech market. [t is clear that
a company coming up with a product or
service to the market with 200 million
potential customers will raise enough
money for further development of its firm
very quickly. This is a case of Chinese
market — once the local firms stop copying
products and invest money in its own
development, then, in my opinion, new
strong global companies will be formed
soon. Besides the size of the starting mar-
ket, Czech firms have a disadvantage also
in significant language specifics. So if they
wish subsequently to expand, for example
to the EU or U.S.A., they have to reshape
the product. Another problem is the
funds required for each expansion. If you
don’t have enough own funds, the chea-
pest way of who to raise them is to go to
the stock exchange. Unfortunately, the
Czech securities market is not working
and other financial resources are either
hardly accessible or expensive. These are
the negatives. On the other hand, Czech
firms are in general very flexible and the
costs of development, especially in the
field of software, are incomparably lower
than those in the EU or U.S.A. Therefore,
most of the firms that have succeeded in
expanding, built its existence originally on
products in the field of software. Unfortu-
nately they also lack the necessary finance
for massive expansion.

B If you found a firm, what would it
be focused on?

I think that the only field where one
can really succeed is the services and inte-
gration, i.e. creation of the value added
beyond the applications and technologies,
which are already on the market.

B What do Czech firms mean for
Cisco? Do you perceive them as
a competition or potential part-
ners?

In this regard they must be divided into
two groups — on the one hand there are
system integrators, i.a. the firms without
which we cannot do without with respect
to our business model. [ appreciate them
very much and if [ compare their know-
ledge with those of the European or Ame-
rican firms, they are certainly on an upper
intermediate or top technical level. The
other group consists of developers, which
we of course cooperate with, too. Their
development is entirely in our interest,
both generally, i.e. for the reason that they
create a something like an ecosystem of
the ICT market, and because they are
often our partners in development of
superstructure services and applications
for our technologies. These are of 90 %
superstructures over the IP telephonies. In
this regard [ am very happy about finding

out that our application partners are capa-
ble of very quick respond to the demands
of our customers and of accommodation
of their own standard solution to their
needs, while keeping the advantageous
prices and high quality. [ is just thanks to
them that the IP telephone market has
nearly exploded at the moment, as custo-
mers have fully understood the opportu-
nity, which would never be offered by
a classical PABX - thanks to the IP telep-
hony they can implement totally new
services or make significant changes to
the functional models of many internal
processes in a company. So in despite of
a rather higher initial investment in the IP
telephony as compared with the purchase
of a PABX, the return on the investment
in IP in a long run is much higher.

Practical associations

of IP telephony

B In the next let’s say 10 years, IP
telephony will penetrate into
SMEs. Do you think that such firms
will buy their own solution or it
will be better for them to use the
IP telephony as a service offered
by operators?

The Czech market is specific for so-cal-
led “hosted” or managed [P telephony”.
In abroad, there is or rather was a market
not only for PABX sale, but also for PABX
lease from the part of traditional voice
operators. Shift to the service “managed
IP telephony” provided by the operator is
thus much easier and means a natural
development of this service, which is
actually traditional in its core. In our
country, no voice operator has introduced
any similar service in a large scale. In des-
pite of this fact, I believe that both con-
cepts, namely both the purchase and the
lease of [P telephony or PABX as a service
have their place in the sun. For big com-
panies that require a specific voice soluti-
on with many various functions set up
individually is the purchase and building
of their own IP telephony solution the
right direction. Nevertheless, for the firms
that do not need any specific solution, the
lease of [P telephony will be logical, chea-
per and enabling access to always new
properties and services. If they already use
the services of data connection from
a voice operator, it is easy to supplement
the end device with another service, i.e.
to add to the end device the application of
an [P exchange and equip the firm with IP
phones, which will be connected to the
same data infrastructure as computers.
Purchase of the telephone infrastructure
in the form of a service is for SME the
indisputable choice, as the direct invest-
ment in purchase of such technologies has

for such firms no value added.




m [P technology is discussed very
often in general. Can you men-
tion however any particular
cases where its application has
brought to a firm any real
results?

One of the examples, which is also ref-
lected in a TV commercial at the moment,
is the IP telephony and the IP contact
centre of Ceskd poji§tovna, which uses
it at centralisation of claims adjustment.
It helped decrease the number of incor-
rectly adjusted claims and increased effec-
tiveness of the customer centre in general.
Clients can be, if needed, connected also
to specialists, who, in receiving the res-
pective call, receive on their PC screen
also the exact state of the pending case.
Another application is for example the
technical support by the company Olym-
pus, which is based in Prague and provi-
des the support for the whole European
region. At present, there are also other
places in Europe where operators provide
services to customers in their country in
their language. Distribution of the con-
tract centre to multiple locations is a natu-
ral feature of the IP telephony technology.
There are about 40 agents operating in
Prague. Their number in Europe is gradu-
ally increasing, there are more than 10 of
them at the moment. At the same time,

direction of all calls including statistics
and monitoring of utilization and success-
fulness is administrated from Prague.

Strategy of global player
B What is the current acquisition
politics of Cisco Systems?

The long-term strategy is to invest in
our own research and development of our
technological platforms. We always invest
only in the fields where we are able to be
ranked first or second on the market. Besi-
des the development as such, we also
make, of course, acquisitions, namely in
the fields we regard prospective for us,
but we are not able of covering them on
our own quickly enough. So we buy parts
of new technologies mainly. In the field of
acquisitions, Cisco Systems is, at the same
time, regarded as one of the most success-
ful companies. During 20 years we have
made more than 80 acquisitions, the vast
majority of which was successful. They all
concerned know-how acquisition, only
one of them also included “purchase” of
the customer base on a new market.
These are mostly small acquisitions of the
order of tens or hundreds million dollars
and the purpose is to acquire the logical
part of the technology, which we integra-
te into our solution.

B Have any acquisitions been made
already in our region?

Unfortunately not. But at the moment,
[ have an iron in the fire — this is a firm
operating just in the field of development
of software superstructures for our IP con-
tact centres and [P telephony. Most acqu-
isitions have been made in the U.S.A.,
several in Israel, in Europe this was the
purchase of the optical part of the Italian
Pirelli and one acquisition in Sweden. Just
the Italian project was not quite success-
ful, as we faced a problem of mental syn-
chronisation, where two totally different
cultures met, namely the Italian culture
and the culture of the Silicon Valley. There
was also a problem of transfer of the deve-
lopment laboratories to the U.S.A., while
many key employees have preferred the
transfer to another company to their
removal to the U.S.A.

B And what plans do you have in
general in the Czech Republic?

About a half year ago, at the beginning
of our fiscal year, we have completed the
full separation of the Czech and Slovak
office. And already now I am happy that
we have managed it successfully and both
of the separated units carry on achieving
the year-to-year growth over 40 %. In Slo-
vakia there is already a totally indepen-
dent team operating with all required
functions supporting our activities on the
Slovak market. As far as the products are
concerned, the main emphasis is put on
the increase in sale of IP telephony, IP
contact centres and solution for safety of
information systems. In this regard, we
have accelerated the increase up to almost
100 % in the last three quarter-years. Even
higher rise is achieved in the field of net-
works for data storages, nevertheless the
absolute size of the sale in this field still
does not live up to my expectations. At
the moment, moreover, we are preparing
new big projects in the field of communi-
cation infrastructure for public administra-
tion, health service or transportation,
which, together with the massive deve-
lopment of sale of broadband connections,
mean a big potential for the future, too.
Last but not least, let me mention also
a very promising cooperation with Cesky
Telecom - we together are not only deve-
loping new services based on application
of our products, but also preparing par-
ticular projects addressing both big and
medium-sized customers and common
solutions also for customers from the
midst of state administration and local aut-
horities.
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Co nabizi portal verejné spravy?

Na podzim loriského roku byl zahajen
ostry provoz Portalu verejné spravy.
Pokud stat ¢im dal vice informaci, ale
i ufednich dkond, prevadi na elektro-
nickou podobu, musi na internetu
existovat jedno oficialni misto, kde
obcan vsechny statem garantované
informace a elektronické dredni agen-
dy najde.

A takovym mistem je prévé Portdl. Portdl
vefejné sprévy vytvéii a spravuje ministerstvo
informatiky, a to jako nedilnou soucést budo-
van{ eGovernmentu v Ceské republice.

Rozsifen{ modernich informacnich a komu-
nika¢nich technologif zplisobuje jiz delsf dobu
systémové zmeény na vSech trovnich spolec-
nosti, v¢etné organizace administrativy statu.
Nové technologie a sité umoziujf ve srovndn{
s minulost{ zcela odli$ny pifstup k informac-
nim zdrojim a k préci s nimi, a to nejenom
z hlediska mnoZstvi informaci, ale i jejich kva-
lity. Elektronickd vefejnd sprava je pro obana
transparentnéj$i a rychlej$i. Na strané stdtu
pak zavédéni elektronickych néstroji komu-
nikace poméhd odstrafiovat organiza¢n{ chyby
a vytvai{ tlak na zménu zabéhanych postupd.

Jaké sluzby dnes Portal verejné
spravy nabizi?

Portdl vefejné sprévy dnes tvori Ctyfi
zékladni a navzdjem propojené databdze:
adreséf, Zivotn{ situace, zdkony a elektronickd
podani.

Databdze adresdf obsahuje Gplny seznam
obcf, ifad{ stétni spravy a samospravy, ve kte-
rém je mozné mimo fulltextového vyhledévé-
nf vyhledévat téZ podle mista nebo tematicky.
Vedle kontakt(, tfednich hodin a telefonniho
spojeni jsou v adresafi uvedeny Césti obce,
spravni obvody obce a spravn{ tfady s pdsob-
nost{ pro dany region. Adresét rovnéZ nabiz{
statistické tidaje Ceského statistického dfadu.

Databdze Zivotnich situac{ obsahuje po-
drobné ndvody zpdsobu feSenf vice nez dvou
set konkrétnich ufednich agend. UZivatel Por-
tdlu se dozvi, které doklady potiebuje k vyii-
zeni té které agendy, kde, s kym, kdy a co
miZe fesit a podle kterych prdvnich predpist
ma postupovat. U nékterych agend, napiiklad
zadosti o rodi¢ovsky ptispévek, Portdl nabiz{
i vytiSténi pifslusného formuldre. Nasim cilem
je samoziejmé dosdhnout takového stavu, kdy
bude pfes Portdl mozné celou agendu v dpl-
nosti vytesit — od vyhleddn{ postupu feSenf po
vyplnéni piisluSného formuldfe a jeho odesld-
nf se zarucenym elektronickym podpisem na
podatelnu Portdlu. Spusténi takové sluzby
viak nenf otdzkou technického feSeni, nybrz

legislativnich i, feknéme, organizacnich bari-
ér. Pfekonat tyto bariéry a vyuZivéni elektro-
nickych néstrojt komunikace ve vefejné spré-
vé prosadit je prvofadym tkolem ministerstva
informatiky.

Zivotn{ situace jsou automaticky propojeny
s databdzemi adreséf, zdkony i poddni. V pif-
padé novelizace zdkona, na ktery konkrétn{
Zivotn{ situace odkazuje, nebo v piipadé aktu-
alizace ddaje z adreséfe, je v popisu Zivotn{
situace na vSech webech Udaj automaticky
opraven. Jednou z novinek Portédlu pro letoSn{
rok by pfitom mélo byt rozsifeni databdze
Zivotnich situacf o mistn{ informace. Ve spo-
luprdci se Svazem mést a obci pfipravujeme
vzory Zzivotnich situacf pro samospravu.
Zpracované postupy si budou moci obce stéh-
nout z databdze Portdlu, doplnit idaje podle

vlastnich potteb (napiiklad vysi sprdvniho
poplatku nebo délku Ihfity pro vyftizeni) a pro-
stfednictvim webové sluzby umoznujici sdile-
nf dat vSe zvefejnit na Portdlu a na vlastnim
nebo jakémkoli jiném webu.

Databdze zdkond poskytuje bezplatné
tiplné, platné a aktudlni znénf zékont Ceské
republiky. Databdze je prébézné aktualizové-
na v den zvefejnéni nového zdkona nebo
vyhlasky ve Shirce zdkon@. Vyhleddvat lze
podle ndzvu zdkona, ¢fsla zékona nebo full-
textové. Souddsti oddflu zdkony jsou rovnéz
smérnice, pfedpisy i ufedn{ véstnik Evropské
unie.

Césti, kterd Portdl nejvice odlisuje od
ostatnich (komerc¢nich informacnich) portdld
a kterd by se do budoucna méla nejvice roz-
vijet, je aplikace elektronickd poddni, jejimz
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prostfednictvim je moZné s vyuZitim zaruceného elektronického podpi-
su konkrétn{ agendu vytidit pfimo prostfednictvim Portdlu, bez cesty na
ufad. Portdl dnes nabizi dvé takové elektronické agendy, a to mésicni
hl&senf malych firem Ceské sprévé socidlniho zabezpecenf a od zacatku
letosnfho roku i elektronické dlichodové listy zaméstnanci. Ty jsou
vSechny firmy a organizace povinny kazdy rok za vSechny zaméstnance
poslat Ceské spravé socidlntho zabezpeleni. Jde o agendu, kter4 podni-
Katelim, ale i Ceské sprévé socidlntho zabezpecen, jednozna¢né useti{
Cas 1 penize a bude jiZz v letoSnim roce pfedstavovat nékolik miliont
elektronickych podani.

Jaky bude rozvoj Portalu verejné spravy?

Portdl nelze budovat jinak neZ postupné spolu s tim, jak se elektro-
nickd komunikace rozvijf a jak vznikajl nové elektronické agendy. Jiz
v lofiském roce byl na Portdl umistén elektronicky Obchodni véstnik
a piistup k bezplatnému ndhledu do katastru nemovitost{ a k elektro-
nickym dafiovym pfizndnim. Pro tento rok jsou pfipraveny dalsf nové
aplikace, mimo jiné mapové sluzby obsahujicf informace o bonité pddy,
zdplavovych oblastech ¢i sklddkdch propojené s adresdtem nebo jiz zmi-
néné elektronické sluzby pro samospravu.

Ndvstévnost Portdlu neustdle stoupd, navic z priizkumd vyplyvd, Ze
kdo Port4l jednou navitivi, stane se jeho trvalym uZivatelem. Uspéch
takového projektu, jako je Portdl, vSak zdvisf na tom, nakolik se podai{
udrZet kvalitu a aktudlnost dat tak, aby se stal d@véryhodnym zdrojem
informaci pro obcany i ndstrojem vyuZivanym napfi¢ vefejnou spravou.
VEfim, Ze se to podafi.

| |
Dana Bérova

(Autorka je ndméstkyni ministra informatiky pro e-government)

Pohled z resortu

BusinessInfo jako soucast informacnich zdroji vefejné spravy

BusinessInfo, informacni portal pro podnikatele a exportéry, byl zpro-
voznén v resortu ministerstva prmyslu a obchodu jiZ v dnoru 2002.
Jednd se o spolecny projekt vice neZ 20 organizaci vefejné spravy a pod-
nikatelské sféry. Realizdtorem je agentura CzechTrade.

Vize portélu je byt jedine¢nym mistem pro podnikatele, kde ziskajf
kompletni a srozumitelné informace a sluzby nezbytné pro GispéSné pod-
nikdni a export. Souc¢asné napliiuje spolecny cil instituci sdruzenych
v Radé pro rozvoj podnikatelského prostedi — pfispét k vétsi informo-
vanosti nasich podnikateld a ke snadnéj$imu pifstupu a orientaci v infor-
macich ze statnf spravy.

Od zacdtku byl budovdn jako soucdst informacnich zdroji vefejné
spravy, které budou zastfeSovany centrdlnim Portdlem vefejné spravy.
Tento zdmér se postupné daff napliiovat, nebot zdstupci ministerstva
informatiky se podilejf na pfpravé Strategie rozvoje portdlu Businessin-
fo na 1éta 2005 aZ 2007 a naopak zodpovédni pracovnici ministerstva
primyslu a obchodu a CzechTrade jsou ¢leny vedeni projektu Portdlu
vefejné spravy.

V rdmci téchto jedndni{ bylo mj. dohodnuto, Ze v rdmci projektu Busi-
nessInfo nebude budovéna transak¢nf ¢ast, tj. aplikace pro elektronickd
poddni, ale naopak v pifpadé nutnosti bude vyuzita tato funkcionalita
Portélu vetejné spravy. Naopak v projektu Portdlu vefejné spravy nebu-
de vyvijen projekt pro poskytovén{ elektronickych formuldid pro podni-
katele. Ty budou v rdznych podobédch zpfistupnény prostiednictvim
portélu BusinessInfo (od trovné seznam formuldid, pfes vyplnén{ elek-
tronického formulédfe, aZ do drovné vyfizovani spravnich cinnosti, kdy
pro tyto tzv. elektronické transakce ,,podnikatel — stdt“ bude vyuZivdna
v z4vislosti na legislativnim procesu aplikace Portdlu vefejné spravy).

Bez ohledu na budouci zéméry, jiZ nyn{ ¢dst Portdlu vefejné spravy
pro podnikatele je feSena piffmou vazbou na portél BusinessInfo. |

Miloslav Marcan
(Autor je feditelem odboru informatiky Ministerstva pramyslu a obchodu)



What does the Public
Administration Portal offer?

In autumn last year, the Public Admi-
nistration Portal went into full-scale
operation. As the state converts incre-
asing amounts of information and
increasing numbers of official ope-
rations into electronic form, it is
essential to have an official place on
the Internet where the public can find
all state guaranteed information and
electronic official agendas.

The Portal is just that place. The Public
Administration Portal is created and admi-
nistrated by the Ministry of Informatics as
an integral part of the cultivation of eGo-
vernment in the Czech Republic.

For a while now, the expansion in
modern communication and information
technology has given rise to systematic
changes at all levels of society, including
state organization and administration.
New technology and networks allow us to
take a completely different approach to
information sources and to our work with
these sources compared to the past, not
only from the aspect of the sheer bulk of
information, but also in relation to quality.
Electronic public administration is more
transparent and faster for the public.
The state also benefits because the intro-
duction of electronic communication tools
helps eliminate organizational errors and
places pressure on changes to established
processes.

What services does the Public
Administration Portal offer?

The Public Administration Portal is cur-
rently made up of four principal, intercon-
nected databases: a directory, life situati-
ons, legislation, and electronic submis-
sions.

The directory database contains a full
list of municipalities, state administration
authorities and self-government authoriti-
es, which besides full-text searches can be
used to look up institutions by location
or specialization. In addition to contact
details, office hours, and telephone num-
bers, the directory includes the different
wards of a municipality, the administrati-
ve districts of a municipality, and adminis-
trative authorities competent for the given
region. The directory also offers the statis-
tics gathered and processed by the Czech
Statistical Office.

The life situations database contains
detailed instructions on how to handle
more than two hundred specific official
agendas. Portal users can find out what
documents they need for their particular
agenda, where they should go, who they
should see, and what issues they can set-
tle, and which legal regulations they
should use as their basis in the procedure.
For some agendas, such as parental allo-
wance applications, the Portal lets users
print the forms they need. Our goal, of

Life situations are automatically inter-
connected with the directory, legislation,
and submissions databases. If there is an
amendment to a law to which a specific
life situation refers, or if data from the
directory are updated, this information is
automatically corrected in the life situ-
ation description on all the relevant web
pages. One of the new developments of
the Portal this year should be an expansi-
on in life situations to include local infor-
mation. In cooperation with the Union

course, is to reach a situation where it will
be possible to handle all agendas over the
Portal, from the search to find the correct
procedure, to the completion of the rele-
vant form and its dispatch, with a guaran-
teed electronic signature, to the Portal
registry. However, the launch of this ser-
vice is not a technical issue, but rather
a matter impeded by legislative and orga-
nizational barriers. Overcoming these bar-
riers and promoting the use of electronic
communication tools in public administra-
tion are priority tasks for the Ministry of
Informatics.

of Municipalities, we are preparing life
situation examples for local government.
Municipalities will be able to download
processed procedures from the Portal
database, fill in information as required
(e.g. the amount of an administrative fee
or the time limit for processing requests),
and will be able to publish everything on
the Portal and on their own or other sites
by means of a web service that permits
data pooling.

The legislation database provides the
full, valid, and current wording of Czech
laws free of charge. The database is
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regularly updated on the date of promul-
gation of a new law or decree in the Col-
lection of Laws. Searches can be run by
the name or number of a law, or by means
of a full text entry. The legislation section
also includes directives, regulations, and
the Official Journal of the European
Union.

The part of the Portal which distinguis-
hes it from other, commercial information
portals and which should be developed
further in the future, is the electronic sub-
missions application, by means of which it
is possible, with a guaranteed electronic
signature, to handle a specific agenda
via the Portal, without having to go to the
authority in person. Today the Portal
offers two such electronic agendas: the
monthly reports of small companies to the
Czech Social Security Authority and, from
the beginning of this year, the electronic
pension sheets of employees. These sheets
have to be sent to the Czech Social Secu-
rity Authority every year for all employees
by all companies and organizations. This
is an agenda which saves businesses and
the Czech Social Security Authority time
and money, and this year there will be
several million such electronic submis-
sions.

How will the Public
Administration Portal develop?

The Portal can only be built gradually in
line with developments in electronic com-
munications and the emergence of new
electronic agendas. Last year, the electro-
nic Commercial Bulletin was placed on
the Portal along with access to free views
of the property register and electronic tax
returns. This year, more new applications
are in the pipeline, including map services
containing information about soil quality,
flood areas, and landfills; these services
will be interconnected with the Directory
or the above-mentioned electronic local
government services.

The number of visitors to the Portal is
rising all the time; research has shown
that anyone who visits the Portal is likely
to keep returning. The success of a project
like the Portal depends on how far the
quality and topicality of the data can be
maintained, so that it becomes a trust-
worthy source of information for the
public and a tool used throughout public
administration. We are confident it will
succeed.

[ |
Dana Bérova
Ministry of Informatics

The view

from the ministries

BusinessInfo as part
of the public administration’s
information sources

BusinessInfo, the information portal for
entrepreneurs and exporters, was put into
operation at the Ministry of Industry
and Trade back in February 2002. It is
a joint project involving more than twen-
ty organizations from public administra-
tion and the corporate arena. The organi-
zation responsible for implementing the
project is the CzechTrade agency.

The vision of this portal is to be a uni-
que place where entrepreneurs can obtain
complete and clear information and servi-
ces required for successful business and
exports. It also fulfils the shared goal of
institutions in the Business Environment
Development Council, i.e. to help our ent-
repreneurs become more aware and to
ease access to and navigation around
information from state administration.

From the beginning, it has been foste-
red as part of the information sources of
public administration; the umbrella portal
will be the central Public Administration
Portal. This plan is gradually coming to
fruition, because representatives of the
Ministry of Informatics are contributing to
the preparation of a Businesslnfo Deve-
lopment Strategy for 2005-2007, while

responsible members of staff from the
Ministry of Industry and Trade and Cze-
chTrade are members of the Public Admi-
nistration Portal project management.

In the scope of these negotiations, it
was inter alia agreed that a transaction
section (an application for electronic sub-
missions) would not be built into Busines-
sInfo, but that the functions of the Public
Administration Portal would be used
where necessary. Conversely, the Public
Administration Project will not include
a project for the provision of electronic
forms to entrepreneurs. These forms, in
various guises, will be available via Busi-
nessInfo (starting with lists of forms, pro-
gressing to the completion of electronic
forms, and ending up with the handling
of administrative activities, where the
Public Administration Portal will be used
— depending on the legislative process
— for these “entrepreneur — state” electro-
nic transactions).

Regardless of future plans, part of the
Public Administration Portal intended for
entrepreneurs is already directly linked to
Business Info.

|
Miloslav Mar¢an

Ministry of Industry and Trade



~Abeceda” elektronického mytného

Jednim z nejvyznamnéjsich statnich projekti v oblasti ICT
v letech 2005 a 2006 je elektronické zpoplatnéni vybranych
dopravnich cest pro nakladni dopravu pomoci systému elek-
tronického mytného EFC (Electronic Fee Collection). Imple-
mentaci tohoto systému statni sprava konecné zavede
zplisob regulace dopravy bézny ve vyspélych evropskych
zemich. Zakladni technické informace o systémech elektro-
nického mytného poskytl redakci T&P doc. Miroslav Svitek.

Zakladni komponenty

Systémy elektronického mytného tvoif tfi zdkladni systémové
komponenty: sbér informaci, dohledovy systém a zpracovan{ infor-
maci.

Prvni komponentou je sbér informaci o pohybu dopravnich pro-
stfedk po zpoplatnéné dopravni infrastruktufe. Tou se rozumi
vybrand sit silnic a ddlnic, historické ¢4sti mést, mosty, tunely apod.
Zé&kladnim ukolem je provedeni identifikace a lokalizace vozidla.
Lokalizace je bud sledovdna kontinudlné, napf. pomoci systému
GPS, nebo je zjiStovdna pouze v urcitych mistech na tzv. kontrolnich
brandch.

Dal${ komponentou jsou dohledové systémy (enforcement)
zajistujici dohled nad ¢innosti EFC. Pomoci pevnych dohledovych
bran nebo pomoci mobilnich dohledovych stanovist je snimdna bud
statni poznévaci znacka (SPZ), nebo jsou ddlkové ¢teny informace
z vozidlové jednotky. Systém dohledu kontroluje soulad mezi infor-
macemi ziskanymi vozidlovou jednotkou a skutecnhou situaci na
dopravn{ infrastruktufe. Nejcastéjs{ piipad naruSeni systému mytné-
ho je zablokovén{ vozidlové jednotky napf. zastinénim antény.
Ulohou dohledového systému je identifikovat tento stav a nahl4sit
tento nesoulad centru zpracovdni.

Zpracovani informaci zahrnuje prvotn{ registraci vozidel, jejich
technické parametry, kontaktni informace o jejich majitelich a uZi-
vatelich, jako jsou adresy, bankovni konta apod., zpracovan{ infor-
maci{ o pohybu vozidel po zpoplatnéné infrastruktute a pfeveden{
téchto informaci do konkrétnich plateb (fakturace), vyiizeni plateb
a pfipadnych reklamaci.

Technologie

DSRC

technologie (Dedicated Short Range Communication) realizuje pfe-
nos identifika¢nich ddajd z vozidlové jednotky umisténé ve vozidle
do kontroln{ brdny. Kontroln{ brdna je zdroveni vybavena dohledo-
vym systémem, ktery rozpoznd SPZ vozidla, a pokud je soulad mezi
SPZ a elektronickymi tdaji, jsou tdaje zasldny centru zpracovani.

GNSS-CN

technologie (Global Navigation Satellite System — Cellular Network)
rozpozndvd placeny Usek dopravn{ infrastruktury pomoci satelitni
lokalizace. Ve vozidlové jednotce probfhd meéfen{ poctu kilometrd
ujetych na zpoplatnéné infrastruktufe. Poté, co je dosazeno urcitého
stavu ujetych kilometrd, je do centra zpracovani{ zasldna informace
o poc¢tu ujetych kilometr (nebo pouze informace o odpovidajici
dluZné &astce) pomoci mobilni sité (GSM GPRS). JelikoZ vozidlova
jednotka je pevné spojena s vozidlem a md také vlastni inteligenci
(napf. rozpoznd pokus o naruleni integrity), nenf potfeba velkého
mnozstvi dohledovych bran.

LSVA

technologie je zaloZena na meéfen{ ujeté vzdalenosti pomoci digital-
nfho tachografu, kde soucdsti systému je i pfijima¢ GNSS, ktery vSak
slouZ{ pouze ke kontrole integrity vozidlové jednotky.

Londynsky systém

je zaloZen na manudlnich ¢asovych platbdch napf. v kioscich, kde je
zadédna i SPZ platictho vozidla. U vjezd( a vyjezd® do a ze zpoplat-
néné Casti mésta jsou kamery rozpozndvajici SPZ vozidel — pokud
neni provedena platba do urcitého ¢asu (typicky plilnoc), je vozidlo
identifikovdno jako neplatici.

Interoperabilita
Interoperabilita systémtd EFC je definovdna na tfech drovnich:

Technologické interoperabilita

je feSena v rdmci CEN278/WG1 a ISO204/WG5. Zahrnuje napt.
definici kmito¢tfi, definici rozhrani, atd. Cesk4 republika m& v obou
zminénych skupindch od roku 1996 svého ndrodniho delegéta.

Procedurdlni interoperabilita

Operiétofi elektronického mytného v EU pouZzivajf rlizné klasifikace
vozidel (délka vozidla, vySka vozidla, emisn{ t¥{dy) i rGzné modely
elektronického vybéru. Provozovatelé majf riznou droven pifstupu
k citlivym informacim.

Interoperabilita na tdrovni smluvnich vazeb

mezi operdtory EFC. UZivatel by mél mit pouze jednu faktury, a to
od doméciho operdtora. Tato faktura by zahrnovala i platby od ostat-
nich smluvnich operdtord. V této oblasti existuje fada problémg,
napf. s DPH.

Pozadavky EU

Problematikou interoperability EFC se zabyvd Direktiva EU
2004/52/EC, jejiz platnost mus{ byt pfenesena i do prostedi Ceské
republiky nejpozdéji do 20. 11. 2005. Tato direktiva fikd, Ze od
1. 1. 2007 musf byt nové systémy EFC zaloZeny na tfech technolo-
giich (¢ldnek 2, odstavec 1):
W satelitnf lokalizace,
B mobiln{ komunikace GSM-GPRS,
m mikrovinnd DSRC komunikace na kmito¢tu 5.8 GHz.

Clének 2, odstavec 3 této smérnice doporucuje u novych systéma
EFC zavédénych po terminu platnosti této direktivy pouZiti satelitn{
lokalizace a GSM-GPRS mobilni komunikace. Technické feSeni
evropské vozidlové jednotky systému EFC vyhovujici vySe zminéné
direktivé bylo specifikovdno v rdmci projektu MISTER (Minimum
Interoperability Specification for Tolling on European Roads).

Zavér

Zavedenim systému elektronického mytného nevznikd pouze
néstroj pro vybér poplatkd za pouziti dopravni infrastruktury, ale téz
néstroj pro tvorbu aktivn{ dopravn{ politiky stdtu, regionti, meést.
VySe mytného ovlivni pohyb vozidel, ale i cenu jednotlivych pfepra-
vovanych komodit, nebot doprava je téz ¢asti ceny produktd. Data
ze systému EFC lze vyuZit pro modelovén{ dopravnich sitf, odhado-
véan{ doby jizd, poskytovdni navigacnich sluzeb, pfi prevenci
a odstrariovani dopad® dopravnich nehod, sledovan{ pfepravy nebez-
pe¢nych ndkladd a u systémt automatického tisiového voldni.

Implementace EFC predstavuje sloZity technicko-organizacné-
legislativni proces, kde podcenéni nékteré z uvedenych soucdstf
miZe vynaloZené UGsili znehodnotit. Jak bylo mnohokréte feceno,
EFC neni moZno koupit, EFC je tfeba dlouhodobé a systematicky
budovat.

|

doc. Miroslav Svitek a T&P




An ABC of the electronic toll collection

One of the most significant ICT-related government
projects in 2005 and 2006 is the electronic toll collection int-
roduced for freight vehicles on selected roads, using the EFC
(Electronic Fee Collection) system. By implementing this
system, the state administration will finally have a form of
traffic regulation in place that is common in developed
European countries. Miroslav Svitek explained to T&P the
basic technical information about electronic toll systems.

Baseline components

Electronic fee collection systems are composed of three basic system
components: the collection of information, a monitoring system, and the
processing of information.

The first component is the collection of information about the move-
ment of vehicles along the toll-charged transport infrastructure. This infrast-
ructure is a selected network of roads and motorways, historical parts of
towns, bridges, tunnels, etc. The basic task is to identify and localize vehic-
les. Positioning is either monitored continuously, e.g. via a GPS system, or
is detected only at certain points (check points).

The next component is the monitoring (enforcement) systems,
which are used for the oversight of EFC activities. By means of fixed mo-
nitoring gateways or by means of mobile monitoring stations, the registra-
tion plate is scanned or information is read from the vehicle unit remotely.
The monitoring system makes sure that the information obtained by
the vehicle unit matches the current situation in the traffic infrastructure.
The most frequent case of EFC system failure occurs when the vehicle unit
is blocked, e.g. by the eclipsing of the aerial. The role of the monitoring
system is to identify this situation and report irregularities to the processing
centre.

The processing of information includes the initial registration of
vehicles, their technical specifications, contact information about their
owners and users (address, bank account, etc.), the processing of informa-
tion about vehicle movements over the toll-charged infrastructure, and the
transfer of this information to specific payments (invoicing), payment
settlement, and any claims.

Technology
DSRC

This technology (Dedicated Short Range Communication) transmits
identification information from the vehicle unit located in the vehicle to the
check point. The check point is also fitted with a monitoring system, which
can identify the registration numbers of vehicles; if the registration number
does not tally with the electronic information, the data are sent to the
processing centre.

GNSS-CN

This technology (Global Navigation Satellite System - Cellular Network)
identifies a paid section of transport infrastructure by means of satellite loca-
lization. The number of kilometres travelled on the toll-charged infrastruc-
ture is measured in the vehicle unit. After a certain number of kilometres
are reached, the information on the number of kilometres travelled (or
information on the corresponding amount to be paid) is sent to the centre
via a mobile network (GSM GPRS). Because the vehicle unit is fixed to the
vehicle and has its own intelligence (for example, it can recognize attemp-
ts at tampering), there is no need for a large number of monitoring points.

LSVA

This technology is based on measurements of the distance covered
by means of a digital tachograph; part of the system is a GNSS receiver,
although this is only used to check the integrity of the vehicle unit.
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London system

This system is based on manual time payments, e.g. at kiosks, where
the registration number of the paying vehicle is also entered. Cameras are
installed at the entrance and exits of the parts of the city subject to the fee;
these cameras record the registration numbers of vehicles and if a payment
is not made by a certain time (usually midnight) the vehicle is identified as
a defaulter.

Interoperability
The interoperability of EFC systems is defined on three different levels:

Technological interoperability

This is handled in the framework of CEN278/WG1 and ISO204/WG5.
It includes frequency definition, interface definition, etc. The Czech Repub-
lic has had a national delegate in both the above-mentioned groups since
1996.

Procedural interoperability

The operators of electronic fee collection systems in the EU use varying
types of vehicle classification (vehicle length, vehicle height, emissions
class) and various models of electronic fee collection. Operators have vary-
ing levels of access to sensitive information.

Interoperability at the level of contractual relations between EFC
operators.

Users should only get one invoice, sent by the domestic operator.
This invoice would include payments from other contractual operators.
There are a number of problems in this area, e.g. with VAT.

EU requirements

The issue of EFC interoperability is covered by the EU Directive
2004/52/EC, the scope of which must be transposed into a Czech setting
by 20 November 2005. This Directive states that as of 1 January 2007,
new EFC systems must be based on three technologies (Article 2(1)):

B satellite positioning,
B mobile communications using the GSM-GPRS standard,
B 5.8GHz DSRC microwave technology.

Article 2(3) of the Directive recommends that new electronic toll sys-
tems brought into service after the adoption of the Directive apply satellite
positioning technologies and mobile communications using the GSM-GPRS
standard. A technological design of the European vehicle unit for the EFC
system that complies with the above-mentioned Directive has been speci-
fied in the MISTER project (i.e. Minimum Interoperability Specification for
Tolling on European Roads)

Conclusion

The introduction of an electronic toll system will not give rise merely to
an instrument for the collection of fees for use of the transport infrastruc-
ture, but will also give us a tool that can be used for the creation of an
active transport policy by the government, regions, and municipalities. The
amount of the toll will affect vehicle movements and the price of the indivi-
dual commodities being transported, because freight is also a part of the
product price. Data from the EFC system can be used to model transport
networks, estimate journey times, provide navigation services, prevent and
eliminate the effects of traffic accidents, and monitor the transportation of
hazardous cargoes, and can be used for automatic emergency call systems.

The implementation of EFC is a complicated technical/organiza-
tional/legislative process where efforts could be impaired if any of the
above-mentioned components are underestimated. As has been said many
times in the past, you cannot buy EFC, you have to build it up long term
and systematically. |

Doc. Miroslav Svitek and T&P



SAP: elektronické mytné neni jen
sbhér dat, ale take jejich zpracovani

Rozvoj informacnich technologii v poslednich letech umoznuje dfive nemysli-
telné véci. Napriklad plynuly prijezd pozemnimi komunikacemi s platbou myt-
ného bez front u pokladen ¢i bez zbytecného prelepovani dalniénich znamek.
Zarukou této plynulosti je nejen sofistikovany komunikaéné-technologicky
systém, ale také spolehlivy a robustni aplika¢ni software podporujici business
procesy v fadech milionti zakazniki a miliard euro. V Ceské republice pravé
probihajici diskuse mezi zastanci riznych modelii ziskavani transakénich dat
(nejcastéji némeckého a rakouského) ponékud zastinila debatu o tom, jak
zpracovavat obrovské mnozstvi dat prichazejicich z téchto systémii. Debatu,

ktera je prinejmensim stejné dulezita.

Existuje nékolik principialné odlis-
nych pristupl k tomu, jak ziskavat
transakéni data, at uz to jsou dalnicni
ramy a komunikace na kratkou vzdale-
nost (DSRC technologie), ¢i systém na
bazi GPS (GNSS/CN technologie),
anebo i moZnost vyuZiti radiového
RFID ¢Cipu. VSechny tyto systémy fun-
guji, kazdy z nich ma vyhody a nevyho-
dy. Maji ale jedno spole¢né: v budouc-
nu vygeneruji vysoké objemy dat, na
jejichz zakladé se musi pouziti pozem-
nich komunikaci Ucétovat a vyfakturo-
vat. Systém bude muset presné védét
komu a jaké Castky UGcétovat, bude
nutné nastavit procesy umoznujici
identifikaci uzivatele, kontrolu plateb
a vymahani nezaplaceného mytného.
A to je oblast, kterou spoleénost SAP
dovede pokryt jak svym standardnim
softwarem, tak znalostmi a zkuSe-
nostmi ziskanymi z podobnych projek-
td v Ceské republice i v zahraniéi.

Pozadavky kladené na systém
Aby tedy cely systém dobre fungo-
val, je nutné transakéni data vygene-
rovana technologickym systémem
efektivné zpracovat. V okamziku, kdy
systém elektronického mytného (zalo-
Zeny na libovolném technologickém
modelu) doda spravné transakéni za-
znamy, zacina funkcionalita aplikac-
niho softwaru. Jaké business oblasti
musi tento software podporovat?

Na zakladé dosavadnich zkuSenosti
SAP musi dany informaéni systém
zabezpecit hlavné vSechny procesy
souvisejici s vlastnim vybérem mytné-
ho, to znamena registraci, spravu uzi-
vatelskych Gctl, platebni styk a faktu-
raci, kontrolu platebni kdzné uzivateld,
vymahani pohledavek a komunikaci
s uZivateli.

Nicméné kromé téchto zakladnich
procesU je potfeba zajistit rozsahlé

podplrné a obsluzné procesy v nasle-
dujicich oblastech:

H Kontakt s dopravci-uzivateli. Zde
se jedna predevsim o smluvni vzta-
hy, vystavovani Gc¢tl, kontaktni
centrum, feSeni reklamaci, podpo-
ru kontrolni ¢innosti apod.

B Informacni podpora internich pro-
cesll provozovatele systému. Zahr-
nuje zejména logistiku dodavek
palubnich jednotek, fizeni UGdrzby
a servisu infrastruktury, spravu
majetku, finanéni Gc¢etnictvi, plano-
vani, controlling atd.

Proc¢ standardni feseni

Spolecnost SAP v ramci svych ob-
chodnich aktivit vychazi z poznatkd,
Ze kazdé podnikani je zaloZzeno na
stejnych principech: dosahnout
(s podporou informacnich technologii)

efektivnich a optimalizovanych procesu,
vysokého obchodniho vykonu a nako-
nec planované ziskovosti. V tomto ohle-
du jsou si spole¢nosti a organizace
vSech velikosti a odvétvi rovny — provo-
zovatele systému elektronického mytné-
ho nevyjimaje. Proto v ramci dodavek
systému pro elektronické mytné nabizi
SAP standardni podnikovy software,
ktery zabezpeCuje drtivou vétSinu
procesll potifebnych ke spolehlivému
provozu systému a k zajisténi financni
navratnosti projektu.

Standardni softwarové feSeni, na
rozdil napfiklad od systém0 vytvare-
nych na zakéazku, vyuZiva provérenych
produktl a jednotnou aplikacni infra-
strukturu, coz ma pfiznivy vliv jak na
rychlost implementace, tak na provoz-
ni spolehlivost. Je také auditovatelné.
Standardni feSeni je navic snadno roz-
SifiteIné jak v dimenzi objemu obchod-
nich aktivit tak v dimenzi funkéni.
Takto dovoluje rychle a flexibilné rea-
govat na budouci zmény pozadavkl
jak ze strany uZivatell, tak ze strany
statni spravy (napf. registrl statni
spravy) a na zmeény pravniho prostredi
Evropského spoleéenstvi i v CR.

Pro podporu systému elektronické-
ho mytného nabizi SAP komplexni
feSeni skladajici se ze standardnich
produktll a komponent, jez pokryvaji
vySe zminéné pozadavky systému:




Produkty platformy

mySAP Business Suite:

B mySAP ERP - podporuje veSkeré
administrativni ,back-office“ procesy

B mySAP Customer Relationship
Management — umozZnuje kompletni
komunikaci s uzivateli

B mySAP Supply Chain Management
— podporuje logistické zaleZitosti

B SAP Public Sector Collection and
Disbursement — spravuje platebni
Gcty uzivatell, platby, upominky,
apod.

Komponenty technologické

platformy SAP NetWeaver:

B SAP Business Intelligence — infor-
macné podporuje operativni i strate-
gicka rozhodnuti a vykaznictvi

B SAP Exchange Infrastructure
— integruje veskeré aplikaéni techno-
logie vCetné téch, které pochazeji od
jinych dodavatell

B SAP Enterprise Portal — umoziuje
internim pracovnikiim i externim uzi-
vatellm jednoduchy pfistup k poZa-
dovanym informacim a procesim

B SAP Mobile Infrastructure — podpo-
ruje Sirokou Skalu mobilnich feseni
a zafizeni.

Vyhody feseni SAP

Spole¢nost SAP je nejvétSim doda-
vatelem podnikovych aplikaci jak na
globalnim, tak na ¢eském trhu (kde
podle agentury IDC podil SAP presa-
huje 54 %). V nékterych odvétvich,
typicky v telekomunikacich a prede-
v§im na utilitnim trhu jsou trzni podily
SAP jesté vyraznéjsi. A pravé v téchto
odvétvich, kterd se opiraji o tzv.
zpoplatnéni vykonu v siti a kam také
spada svou povahou i systémy vybéru
elektronického mytného, demonstruje
feSeni SAP své nejvétsi prednosti.

Predevsim je to robustnost aplikac-
niho softwaru SAP, ktery umoziuje
spolehlivé zpracovavat data tykajici se
milion zkaznikl. V Ceské republice
téchto schopnosti vyuZiva napfiklad
T-Mobile Czech Republic, Ceskéa tele-
vize nebo SAZKA. NejnovéjSim prikla-
dem je skupina CEZ, ktera zprovoznila
feSeni SAP postupné rozSifujici svij
zabér az na cca 3,5 milionu svych
zakaznik(.

Dalsi klicovou charakteristikou SAP
je integrovanost, tj. tésna provaza-
nost systémda, procesl a dat umoznu-
jici praci vidy se spravnymi informa-
cemi v readlném Case, navaznost pro-
cesl, schopnost jednotné prezentace

dat prostfednictvim portalu a audito-
vatelnost a transparentnost veskerych
procesu.

Jiz uvedena standardnost vychazi
z nejlepsino obchodniho know-how, jez
feSeni SAP globalné ziskalo na zakla-
dé implementaci u desetitisicll zakaz-
nikd a jejich obchodnich zkuSenosti.
Jejim dusledkem je mj. rychla imple-
mentace systému a spusténi do pro-
vozu, vysoka mira konfigurovatelnosti
umoznujici prizplsobit se pozdéjSim
zménadm pozadavkl a nizSi celkové
naklady na provoz informacéniho systé-
mu a jeho rozvoj.

Na zacatku c¢lanku byl zminén
némecky a rakousky model technologii
pro vybér elektronického mytného,
jenz se liSi zpUsobem ziskavani pri-
marnich dat. A tim se také dostavame
k referencim SAP v oblasti systém
elektronického mytného. Jak v Némec-
ku (Toll-Collect) tak v Rakousku
(EUROPASS LKW-Mautsystem) je
totiz feSeni SAP soucasti téchto
systém(. Vedle toho SAP podporuje
podobné systémy i v dalSich zemich,
napriklad ve Velké Britanii, Francii,
Spanélsku, Italii nebo mimo Evropu
v Australii a Latinské Americe.

B David Masin, SAP CR

SAP: electronic tolls involve not only
data collection, but also data processing

The development of information technology in the past few years has made
things possible that were once in the realms of fantasy. For example, smooth
rides along toll roads with no queues at cash desks or the need to stick motor-
way stamps on the windscreen. This smoothness is guaranteed not only by
a sophisticated communication-technology system, but also by reliable and
robust application software supporting business processes involving millions
of customers and billions of euro. In the Czech Republic, the current discussi-
on among advocates of various models that can be used to obtain transaction
data (more often than not arguments on the merits of the German and Austri-
an systems) has been overshadowed somewhat by a debate on how to process
huge quantities of data coming from these systems. A debate which is at least

just as important.

There are several approaches,
based on different principles, to the
acquisition of transaction data,
whether motorway frames and
short-distance communication (DSRC
technology), a GPS-based system
(GNSS/CN technology), or the pos-
sibility of using an RFID chip. All
these systems are in operation, and
they all have pros and cons. They do

have one thing in common: in the
future they will generate high quan-
tities of data, based on which the use
of roads will have to be billed and
invoiced. The system will have to
know who to bill and how much; pro-
cesses will have to be drawn up that
can identify the user, check pay-
ments, and recover outstanding tolls.
This is an area which SAP can cover

with its own standard software and
with the knowledge and experience
gained from similar projects in the
Czech Republic and abroad.

System requirements

If the whole system is to work
smoothly, it is necessary to process
the transaction data generated by the
technological system efficiently. As
soon as the electronic toll system
(based on any of the technological
models) delivers correct transaction
records, the functionality of the appli-
cation software comes into play. What
business areas must this software
support?

Based on SAP’s experience to
date, the information system must be
able to cope with all processes con-
nected with the actual collection of
fees, i.e. registration, management of
user accounts, payments and invoi-
cing, checks of the users’ payment



discipline, the recovery of receivab-
les, and communication with users.

Nevertheless, besides these base-
line processes extensive supporting
and operational processes in the fol-
lowing areas need to be provided:

B Contact with carriers-users. The
main issue here is contractual
relations, the opening of accounts,
a contact centre, claims settle-
ments, the support of checking
activities, etc.

B Information support for the inter-
nal processes of the system ope-
rator. This mainly includes the
logistics associated with the sup-
ply of dashboard units, the mana-
gement of infrastructure, mainte-
nance and servicing, asset mana-
gement, financial accounting, plan-
ning, controlling, etc.

Why a standard solution?

SAP, in the scope of its commercial
activities, works on the basis that all
business is based on the same prin-
ciples: to achieve (with the support of
information technology) efficient and
optimized processes, high business
performance, and ultimately planned
profit rates. In this respect, compani-
es and organizations of all sizes and
all sectors are equal — and electronic
toll system operators are no excep-
tion. Therefore, in the framework of
electronic toll system supplies, SAP
offers standard corporate software
that can cope with the overwhelming
majority of processes required for
reliable system operation and for the
financial viability of the project.

A standard software solution, un-
like tailor-made systems, uses proven
products and a single application
infrastructure, which has a positive
effect on the speed of implementa-
tion and on operating reliability. It can
also be audited. A standard solution
is easy to expand in terms of the volu-
me of commercial activities and in
terms of the functions required. This
makes it possible to respond prompt-
ly and flexibly to future changes in
requirements on the part of both
users and state administration (e.g.
state administration registers), and
to changes in legislation in the Euro-
pean Community and the Czech
Republic.

From the aspect of electronic toll
system support, SAP offers a full-ser-
vice solution comprising standard
products and components that cover
the above-mentioned system require-
ments.

mySAP Business Suite
platform products:

mySAP ERP - supports all admi-
nistrative back-office processes

mySAP Customer Relationship
Management — allows to operate
a complex communication with
users

mySAP Supply Chain Manage-
ment — supports logistic proces-
ses

SAP Public Sector Collection and
Disbursement - manages the

payment accounts of users, pay-
ments, reminders, etc.

Components
of the SAP NetWeaver
technological platform:

SAP Business Intelligence — pro-
vides information support for ope-
rative and strategic decisions and
reporting

SAP Exchange Infrastructure
— integrates all application techno-
logy, including technology from
other suppliers

SAP Enterprise Portal - gives
internal members of staff and
external users simple access to
required information and proces-
ses

SAP Mobile Infrastructure — sup-
ports a wide range of mobile de-
vices and equipment.

Advantages of the SAP solution

SAP is the largest vendor of busi-

ness applications on the global and
the Czech market (according to IDC

research SAP has a share of more
than 54% on the local market). In
some sectors, typically in telecom-
munications and primarily on the utili-
ty market, SAP’s market shares are
even higher. And it is in these sec-
tors, which implement charges based
on network performance and where,
by nature, electronic toll systems
belong, that the SAP solution demon-
strates its greatest benefits.

In particular, SAP application soft-
ware is robust and can reliably
process data concerning millions of
customers. In the Czech Republic,
these skills are used, for example, by
T-Mobile Czech Republic, Czech Tele-
vision, and SAZKA. The latest client
to join the fold is the CEZ Group,
which has gradually expanded the
range of its SAP solution to cover up
to 3.5 million customers.

Another key characteristic of SAP is
that it is integrated, i.e. there is
close integration between the sys-
tems, processes, and data, meaning
that users always work with correct
information in real time, and ensures
the relevance of processes, the abili-
ty to present data uniformly via the
portable, and guarantees that all
processes are auditable and trans-
parent.

The above-mentioned standard
nature of the solution is based on the
best business practices, which the
SAP solution has acquired globally
with implementations commissioned
by tens of thousands of customers
and their business experience. This
results in accelerated implementation
process and system launch, a high
degree of variable configurations,
making it possible to adapt the sys-
tem to subsequent changes in re-
quirements, and a lower total cost on
information system operation and
development.

At the start of this article, we men-
tioned the German and Austrian
models of technology used for elec-
tronic fee collection, which differ in
the way they acquire primary data.
This also leads us to SAP references
in the field of electronic toll systems.
Both in Germany (Toll-Collect) and
Austria (EUROPASS LKW-Mautsys-
tem) the SAP solution participates on
the systems operation.. In addition,
SAP also supports similar systems
in other countries, e.g. in the United

Kingdom, France, Spain, Italy, and
outside Europe - in Australia
and Latin America.

[ |

David Masin, SAP CR
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Inteligentni reseni

pro Seattle

Elektronické mytné prichazi

Na pocatku roku 2005 dostane
v americkém staté Washington zele-
nou unikatni projekt na regulaci dopra-
vy, ktery je dosud jedinym svého
druhu v Severni Americe. Jedna se
o pilotni provoz systému vybirani myt-
ného v zavislosti na pouziti konkrét-
nich silnic v oblasti mésta Seattle
a okoli (16 300 km2, 3,4 milion( lidi),
kterd se rozklada od Puget sound az
po Cascade Range. Projekt je zalozen
na satelitnim systému vybéru mytné-
ho, ktery byl (spéSné otestovan
a schvéalen v 1été a na podzim roku
2004. V ramci pilotniho projektu bude
do pfiblizné 500 vozidel dobrovolnych
GCastnikd nainstalovana palubni jed-
notka (On-Board Unit), kterd bude
zaznamenavat kaZdou jizdu. Poloha
kazdého vozidla bude nepretrzité sle-
dovana a uréena pomoci satelitniho
systému GPS. Za kaZdou zaznamena-
nou jizdu bude v zavislosti na pouzité
cesté a denni dobé nadctovan popla-
tek. Cilem projektu je zjistit, jaky vliv
budou mit poplatky za pouziti silnice,
které se budou lisit podle ¢asu a ujeté
vzdalenosti, na chovani fidicl. Dlouho-
dobym cilem je predevsim diky flexibil-
ni vySi poplatkd specifiky a lokalné
ovlivnit silu provozu na pretizenych
mistnich komunikacich.

Satelitni systém mytného

Hlavnim poZadavkem bylo vytvorit
systém mytného pomoci existujicich
a dostupnych feseni bez potfeby vytva-
feni dalSich. Jedind ¢ast systému,

notka (On-Board Unit — OBU) pripev-
néna na palubni desku uvnitf vozidla.
Pomoci systému GPS lze v readlném
Gase zjistit polohu vozidla s presnosti
na nékolik metr(. Palubni fidici jednot-
ka fidice upozorni, jakmile vjede na
Usek cesty, ktery podléha mytnému.
OBU také funguje jako pocéitadlo myt-
ného: fidi¢ si miZe kdykoli zobrazit na
displeji naklady za dosud projety Usek
cesty. Z toho divodu OBU komunikuji
s fidicim centrem prostfednictvim
GSM (globalni systém mobilni komu-
nikace).

Jadrem celého systému mytného
je aplikacni software, ktery vyvinula
spole¢nost Siemens. Software dokaze

identifikovat segmenty mytného
(Gseky silnice), kterymi vozidlo proje-
lo, s vysokou rozliSovaci schopnosti
a vynikajici pfesnosti. Aby bylo mozné
ziskat co nejdetailné&jsi obrazek o cho-
vani fidi¢e, byla silniéni sit zahrnuta
do pilotniho projektu rozdélenad do
priblizné 8000 segmentu, coZ je pfi-
blizné o 30 % vice nez u némeckého
systému mytného. Pro kvalitu deteké-
niho algoritmu jsou rozhodujici uloze-
né informace tykajici se silniéni sité
(“digitalni mapy”). Skuteénost zjisté-
na prostrednictvim GPS v mezich tole-
rance — jinymi slovy skute¢na silniéni
sit — a jeji digitalizovana replika
(mapa) se ne vzdy shoduji. Na to je
vSak obsluzny software pfipravena
a dokaze proto jakékoliv vzniké
odchylky kompenzovat.

Systém mytného od spolec¢nosti
Siemens vytvari zakladnu pro lepsi
rozloZzeni provozu na stavajicich
komunikacich prostfednictvim inteli-
gentniho systému polatk(, diky které-
mu se zredukuji dopravni zacpy v Case
i prostoru. Satelitni systém mytného
tak mlze byt velmi nadéjnou alterna-
tivou budovani &i rozSifovani komu-
nikaci v regionech, které trpi nadmér-
nym silniénim provozem.

|
Stefan Hopfel, Siemens AG



Intelligent ways

for Seattle

That sweet toll sound

In the US state of Washington,
a traffic control project that is unique
in North America will be given the
green light to start at the beginning of
2005. The project in question is
a road-traffic pilot scheme in the gre-
ater Seattle (16,300 square kilomet-
res, 3.4 million people) area stret-
ching between Puget sound and the
Cascade Range for use-dependent
road pricing based on a satellite-sup-
ported toll system that was success-
fully tested and approved in the sum-
mer and autumn of 2004. Within the
framework of the pilot project, the
vehicles of around 500 voluntary par-
ticipants will be fitted with On-Board
Units that will record every trip made.
The position of each vehicle at any
particular time will be determined
with the help of the Global Positioning
System. For every trip that is recor-
ded, a fee will be charged, depending
on the road that is used and the time
of day. The aim of the project is to
find out what effects road-use fees
that vary according to time and
distance have on driving behaviour.
The long-term objective is to influence
the amount of traffic on overloaded
routes specifically and locally through
flexible road pricing.

Satellite-supported toll system

A central requirement was to create
the toll system using existing, off-the-
shelf solutions and without the neces-
sity for additional construction mea-
sures. The only part of the system
that is visible to the driver is the On-
Board Unit (OBU) mounted on the
dashboard inside the vehicle. With
the help of the Global Positioning Sys-
tem (GPS), the position of a vehicle
can be detected in real time with an
accuracy of just a few metres and the
OBU uses a visual signal to tell the
driver when he is entering a section of
road that is subject to a toll. The OBU
also acts as a fee counter: at any
time, the driver can display the costs
for the stretch of road he has just dri-
ven on. For this purpose, the OBUs
communicate with a management

centre via GSM (Global System for
Mobile Communication).

The heart of the toll system is the
application software developed by
Siemens. It can identify toll segments
passed through by a vehicle with high
resolution and outstanding accuracy.
In order to obtain as detailed a pic-
ture of driver behaviour as possible,
the road network covered by the pilot

other words, the real network of
roads — and its digitalized replica (the
map) do not always agree. The soft-
ware however, is able to compensate
for any mismatches.

The Siemens toll system creates
a basis for enabling traffic to be
distributed better in the road network
by means of an intelligent pricing sys-
tem and thus for reducing congestion
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project has been divided into around
8,000 segments, approximately 30%
more than for the German toll sys-
tem. The stored information regarding
the road network (“digital map”) is cri-
tical for the quality of the detection
algorithm. The reality as detected
with the GPS within its tolerances —in

in terms of time and space. A satel-
lite-supported toll system could the-
refore be a highly promising alterna-
tive to building or widening roads in
regions which are suffering from
excessive levels of traffic.
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